BROMSGROVE DISTRICT COUNCIL

MEETING OF THE AUDIT, STANDARDS AND GOVERNANCE COMMITTEE

WEDNESDAY 2ND FEBRUARY 2022
AT 6.00 P.M.

PARKSIDE SUITE - PARKSIDE

MEMBERS: Councillors L. C. R. Mallett (Chairman), P. J. Whittaker (Vice-
Chairman), A. J. B. Beaumont, R. E. Jenkins, J. E. King,
A. D. Kriss, M. Middleton, C. J. Spencer and
K. J. Van Der Plank and Mr. B. McEldowney.

AGENDA

Apologies for Absence and Named Substitutes

Declarations of Interest and Whipping Arrangements

To invite Councillors to declare any Disclosable Pecuniary interests or Other
Disclosable Interests they may have in items on the agenda, and to confirm

the nature of those interests.

To confirm the accuracy of the minutes of the Audit, Standards and
Governance Committee meeting held on 7th October 2021 (Pages 1 - 8)

Standards Regime - Monitoring Officers' Report (Pages 9 - 14)
Grant Thornton - Sector Update (Pages 15 - 38)

Grant Thornton - Annual Audit Letter 2019/20 (Pages 39 - 58)



10.

Decision to opt Into the National Scheme For Auditor Appointments Managed
By PSAA (Pages 59 - 64)

Internal Audit - Progress Report (Pages 65 - 136)
Risk Champion - Verbal Update Report (Councillor A. Beaumont)

Audit, Standards and Governance Committee Work Programme (Pages 137 -
138)

K. DICKS
Chief Executive
Parkside
Market Street
BROMSGROVE
Worcestershire
B61 8DA

25th January 2022



If you have any queries on this Agenda please contact
Jo Gresham

Parkside, Market Street, Bromsgrove, B61 8DA
Tel: (01527) 64252 Ext: 3031
Emal: joanne.gresham@bromsgroveandredditch.gov.uk

GUIDANCE ON FACE-TO-FACE
MEETINGS

Due to the current Covid-19 pandemic Bromsgrove District Council will be
holding this meeting in accordance with the relevant social distancing
arrangements for holding face-to-face meetings at a local authority.

If you have any questions regarding the agenda or attached papers,
please do not hesitate to contact the officer named above.

GUIDANCE FOR ELECTED MEMBERS ATTENDING MEETINGS IN
PERSON

In advance of the Committee meeting, Members are strongly encouraged to
take a lateral flow test on the day of the meeting, which can be obtained for free
from the NHS website. Should the test be positive for Covid-19 then the
Member should not attend the Committee meeting, should provide their
apologies to the Democratic Services team and should self-isolate in
accordance with national rules.

Members and officers must wear face masks during the Audit, Standards and
Governance Committee meeting, unless exempt. Face masks should only be
removed temporarily if the Councillor/ officer requires a sip of water and should
be reapplied as soon as possible. Refreshments will not be provided by the
venue; therefore Members and officers are encouraged to bring your own
supply of water.

Hand sanitiser will be provided for Members to use throughout the meeting.


mailto:joanne.gresham@bromsgroveandredditch.gov.uk

The meeting venue will be fully ventilated and Members and officers may need
to consider wearing appropriate clothing in order to remain comfortable during
proceedings.

PUBLIC ATTENDNACE AT COUNCIL MEETINGS

Members of the public will still be able to access meetings of Audit, Standards
and Governance Committee in person if they wish to do so. However, due to
social distancing requirements to ensure the safety of participants during the
Covid-19 pandemic there will be limited capacity and members of the public will
be allowed access on a first come, first served basis. Members of the public in
attendance are strongly encouraged to wear face-masks unless they are
exempt, to use the hand sanitiser that will be provided and will be required to sit
in a socially distanced manner at the meetings. It should be noted that
members of the public who choose to attend in person do so at their own risk.

In line with Government guidelines, any member of the public who has received
a positive result in a Covid-19 test on the day of a meeting should not attend in

person and should self-isolate in accordance with the national rules.

Notes:

Although this is a public meeting, there are circumstances when Council
might have to move into closed session to consider exempt or
confidential information.



Bromsgrove
District Council

www.bromsgrove.gov.uk

INFORMATION FOR THE PUBLIC

Access to Information

The Local Government (Access to Information) Act 1985 widened the rights of
press and public to attend Local Authority meetings and to see certain
documents. Recently the Freedom of Information Act 2000 has further
broadened these rights, and limited exemptions under the 1985 Act.

» You can inspect agenda and public reports at least five days before
the date of the meeting.

» You can inspect minutes of the Council, Cabinet and its
Committees/Boards for up to six years following a meeting.

» You can have access, upon request, to the background papers on
which reports are based for a period of up to six years from the date
of the meeting. These are listed at the end of each report.

» An electronic register stating the names and addresses and
electoral areas of all Councillors with details of the membership of
all Committees etc. is available on our website.

» A reasonable number of copies of agendas and reports relating to
items to be considered in public will be made available to the public
attending meetings of the Council, Cabinet and its
Committees/Boards.

» You have access to a list specifying those powers which the Council
has delegated to its Officers indicating also the titles of the Officers
concerned, as detailed in the Council’'s Constitution, Scheme of
Delegation.

You can access the following documents:
» Meeting Agendas
» Meeting Minutes

> The Council’s Constitution

at www.bromsagrove.gov.uk



http://www.bromsgrove.gov.uk/
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Audit, Standards and Governance Committee
7th October 2021

BROMSGROVEDISTRICT COUNCIL

MEETING OF THE AUDIT, STANDARDS AND GOVERNANCE COMMITTEE

THURSDAY, 7TH OCTOBER 2021, AT 6.00 P.M.

PRESENT: Councillors L. C. R. Mallett (Chairman), P. J. Whittaker (Vice-
Chairman), R. E. Jenkins, J. E. King, A. D. Kriss, M. Middleton and
K. J. Van Der Plank

Observers: Councillor G. N. Denaro, Portfolio Holder for Finance
and Enabling

Officers: Mr. J. Howse: Mrs. C. Felton, Mr C. Forrester,
Mr. A. Bromage and Mrs. P. Ross

APOLOGIES FOR ABSENCE

Apologies for absence were received from Councillors A. J. B.
Beaumont and C. J. Spencer and Mr. B. McEldowney, Parish Council’s
representative.

DECLARATIONS OF INTEREST AND WHIPPING ARRANGEMENTS

There were no declarations of interest nor of any whipping
arrangements.

MINUTES

The minutes of the meeting of the Audit, Standards and Governance
Committee held on 15" July 2021 were submitted for consideration by
the Committee.

RESOLVED that the minutes of the Audit, Standards and Governance
Committee meeting held on 15" July be approved as a correct record.

STANDARDS REGIME - MONITORING OFFICERS' REPORT

The Monitoring Officer presented her report and in doing so, the
following was highlighted for Members’ attention:
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Audit, Standards and Governance Committee
7th October 2021

e One Member complaint had been received since the last meeting
of the Committee and a number of general Parish Council queries
of a procedural nature had been received and were being dealt
with at a local level.

e Since the last national lockdown had ended on 19™ July 2021, the
Council had adopted a risk assessment-based approach,
informed by health and safety considerations, which had been
determined by the Corporate Management Team (CMT) following
consultation with Group Leaders. These arrangements were
being reviewed on a monthly basis. The Council continued to
strongly encourage social distancing at committee meetings, and
this informed arrangements when organising meetings.
Therefore, meetings held in-person were being organised so that
attendees sat at least one metre apart and were strongly
encouraged to wear face coverings throughout meetings, unless
exempt.

e Anin depth all Member training session, via Microsoft Teams, in
respect of Local Government Finance was scheduled for 13t
October 2021. The training would be facilitated by the Executive
Director of Resources and the Head of Finance and Customer
Services.

e The Member Development Steering Group was due to meet in
October 2021, with a further meeting of the group due to take
place later in the municipal year.

e The Constitution Review Working Group meetings had now been
scheduled. Any recommendations arising from meetings of the
group would be reported to Council for Members’ consideration.

The Monitoring Officer reiterated the requirements issued by Central
Government with regard to Members and Officers attending in-person
public meetings. Other non-public meetings could be, and had been,
delivered via Microsoft Teams. The Monitoring Officer commented that
should things change with regard to public meetings, she was happy to
liaise with all Group Leaders going forward.

In response to queries from some Members, the Executive Director of
Resources agreed to send out a reminder email to all Members with
regard to the Member training session in respect of Local Government
Finance scheduled for 13™" October 2021.

RESOLVED that the Monitoring Officers' Report be noted.
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Audit, Standards and Governance Committee
7th October 2021

19/21 GRANT THORNTON - PROGRESS REPORT - VERBAL UPDATE

Mr. J. Murray, the Engagement Lead, Grant Thornton provided the
Committee with a verbal update and in doing so, highlighted that their
Audit Opinion 2019/2020 and Value for Money (VFM) 2019/2020
conclusion would be issued by 5" October 2021 and would be made
available on the Council’s website.

The Annual Audit Letter 2020/2021 was yet to be completed however
the draft version would be shared with senior officers and the Annual
Audit Letter 2020/2021 would be presented at the next meeting of the
Committee.

The 2019/2020 audit response was now concluded, and the 2020/2021
draft accounts were being looked at along with the timetable to deliver
their Audit Opinion and VFM conclusion. It was confirmed that the Audit
Plan 2021/2022, Financial Statements, Quarter 1, and the Audit
conclusion 2020/2021 would be presented to the next meeting of the
Committee.

In response to Members, Mr. Murray informed the Committee that their
audit opinion was as follows:

e Unqualified — VFM conclusion
e Unqualified - Financial Statements Audit

In response to questions from Members with regard to any increase in
fees, Mr. J. Murray, reminded Members that some years ago the way in
which auditors were appointed had changed and authorities had the
ability to appoint their own external auditors. The Council had chosen
to “opt-in” to the scheme where the Public Sector Audit Appointments
(PSAA) appointed auditors and set the fees.

However, any increase in fees and the reasons for any variations would
go through the PSAA for consideration. The PSAA consideration with
regard to any additional fees would be included in the Annual Audit
Letter 2020/2021.

In response to further questions, Mr. Murray continued and highlighted
that remote working had been challenging for auditing bodies and
auditors, although they continued to liaise closely with finance officers
and an increased effort had been required in proving that the figures
were accurate.
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Audit, Standards and Governance Committee
7th October 2021

It was confirmed that it was positive that a clean audit opinion had been
issued as it had been a challenging time for the audit sector. The new
changes made in the finance team and the introduction of the new
Enterprise Resource Planning system, would now provide a better set of
working papers.

Going forward officers will look to deliver the next cycle of accounts and
ensure that all working papers were ready on time, of good quality and
that the appropriate finance team was available to respond to any
gueries raised. It was noted that there would still be an element of
catching up, so it was important to agree a realistic timetable.

The Chairman acknowledged and commented that he understood that it
had been a challenging time for the audit industry at large in delivering
remotely and the capacity to deliver long term.

RESOLVED that the Grant Thornton — Progress Report Verbal Update,
be noted.

20/21 INTERNAL AUDIT PROGRESS REPORT

The Head of the Worcestershire Internal Audit Shared Service presented
the Internal Audit Progress Report to Members, which provided
commentary on Internal Audit’'s performance for the period 15t April to
315t August 2021, against the performance indicators agreed for the
service.

The final full audit reports were provided for the following reviews:

e Projects 2021/22

e Council Tax 2020/21

e Benefits 2020/21

e Creditors 2020/21

e Health and Safety Training Records 2020/21

e Critical Review — use of Agency staff and consultants 2020/21

Members were informed that with regards to Council Tax and Non-
Domestic rates, there was a clear recovery plan for any monies owed.

During the presentation the following was also highlighted for Members’
attention:

e Summary Dashboard:
e Productivity (end of Q1) - 59% (against targeted 74%)
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Audit, Standards and Governance Committee
7th October 2021

e Overall plan delivery to date — 43% (against target >90%)

e Residual 2020/21 Audits - the outcomes of which were detailed at
Appendix 3. 2021/22 Audits taking place at as 315t August 2021,
Project review had been finalised, Worcestershire Regulatory
Services review was at draft stage report, GDPR review was at
clearance stage and the following reviews had commenced and
the outcomes of the reviews (listed below) would be reported to
the Committee on completion:

e Treasury Management
e Procurement

e Grants
e Benefits
e NNDR

e Planning Applications Sec 106 agreements 2019/20 - the
recommendations had now been implemented; therefore no
further action was required.

In response to questions from Members with regards to comparing
Bromsgrove to other local authorities, the Head of the Worcestershire
Internal Audit Shared Service commented that it was really a question of
risk profile for Bromsgrove and those risks being mitigated to the level
one could expect. Any concerns would be raised with the Section 151
officer and Members of this Committee.

The Head of the Worcestershire Internal Audit Shared Service further
explained that the internal audit plan was formulated using risks across
the authority and various intelligence in order to draw together a profile
to put the internal audit programme together. It was noted that risks
changed, new risks emerged and that inevitably there had been some
changes during the last 18 months due to the Covid-19 pandemic.
Officers had and were working in a hybrid way; but could and did attend
in person if needed and that the clients were happy to do this. In
addition to this it was confirmed that Officers were able to audit remotely
where they had direct access to systems to identify core data.

The Executive Director of Resources further commented that with regard
to the statutory requirements for audits it was his responsibility to ensure
that there were adequate control systems in place and that internal
resources were also adequate and covered key risks in key financial
systems. It was confirmed that Committee Members could challenge the
audit plan and timescales.
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Audit, Standards and Governance Committee
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The Head of the Worcestershire Internal Audit Shared Service
responded to questions from Members regarding the ‘Productivity’ and
‘Overall plan delivery to date’ targets. It was stated that critical reviews
had not reduced overall coverage. However, there were a number of
aspects to consider including fluctuation with staff illness and staff
vacancies. Members were informed that there were so many factors
feeding into productivity and that targets were operational and may fall
short, which could have an effect on how the plan was delivered. It was
reiterated that it was all about judgement, ensuring that Members
received the assurances expected and made aware of any potential
risks to the authority. With regards to the days detailed at Appendix 3 to
the report, the metrics were not usually changed throughout the year,
and were on a cumulative basis. Officers tried to deliver against those
targets, however the process may need to be amended if things
changed throughout the year.

RESOLVED that the Internal Audit Progress Report be noted.

21/21 RISK REGISTER VERBAL UPDATE

The Head of Finance and Customer Services provided a brief verbal
update to the Committee. He explained that there was currently a lot of
work being undertaken with the Council’s insurance provider, Zurich.

Officers were reassessing risk profiling and were engaging with Zurich in
order to identify Strategic and Operational risks. The current Risk
Register was being reviewed and updated working alongside Zurich, and
that the next step would be for officers to work with Zurich looking at risk
exposures and how delivering services could be done more effectively.

In response to Members, the Head of Finance and Customer Services
commented that, the work carried out with Zurich in identifying and
reducing risks would result in claims being defended and premiums
being reduced. Members were reassured that, once the work with
Zurich had been finished a report would be provided to the Committee.

RESOLVED that the Risk Register Verbal Update be noted.

22/21 RISK CHAMPION - VERBAL UPDATE REPORT (COUNCILLOR A.
BEAUMONT)
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Audit, Standards and Governance Committee
7th October 2021

It was noted that, apologies had been received from Councillor A. J. B.
Beaumont, therefore this item was deferred until the next meeting of the
Committee.

23/21 AUDIT, STANDARDS AND GOVERNANCE COMMITTEE WORK
PROGRAMME

RESOLVED that the Committee’s Work Programme be noted.

The meeting closed at 7.20 p.m.

Chairman
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Agenda Item 4

BROMSGROVE DISTRICT COUNCIL

Audit, Standards &

Governance Committee 2"d February
2022

MONITORING OFFICER’S REPORT

Relevant Portfolio Holder Councillor Geoff Denaro — Portfolio
Holder for Finance and Enabling
(including Governance)

Portfolio Holder Consulted Yes

Relevant Head of Service Yes

Report Author Job Title: Head of Legal, Democratic and
Claire Felton Property Services

Contact emaiil:
c.felton@bromsgroveandredditch.gov.uk

Wards Affected N/A
Ward Councillor(s) consulted N/A
Relevant Strategic Purpose(s) An Effective and Sustainable Council

Non-Key Decision

If you have any questions about this report, please contact the report author in
advance of the meeting.

1. RECOMMENDATIONS

The Audit, Standards and Governance Committee is asked to
RESOLVE that:-

1) subject to Members’ comments, the report be noted

2. BACKGROUND

2.1  This report sets out the position in relation to key standards regime
matters which are of relevance to the Audit, Standards and
Governance Committee since the last update provided at the meeting
of the Committee in October 2021.

2.2 It has been proposed that a report of this nature be presented to each

meeting of the Committee to ensure that Members are kept updated
with any relevant standards matters.
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BROMSGROVE DISTRICT COUNCIL

Audit, Standards &

Governance Committee 2"d February
2022

2.3 Any further updates arising after publication of this report, including any
relevant standards issues raised by Parish Councils, will be reported
verbally by Officers at the meeting.

3. FINANCIAL IMPLICATIONS

3.1  There are no financial implications arising out of this report.

4. LEGAL IMPLICATIONS

4.1  Chapter 7 of Part 1 of the Localism Act 2011 (‘the Act’) places a
requirement on authorities to promote and maintain high standards of
conduct by Members and co-opted (with voting rights) Members of an
authority. The Act also requires the authority to have in place
arrangements under which allegations that either a district or parish
councillor has breached his or her Code of Conduct can be
investigated, together with arrangements under which decisions on
such allegations can be made.

5. STRATEGIC PURPOSES - IMPLICATIONS

Relevant Strateqgic Purpose

5.1 ltis important to ensure that the Council manages standards regime
matters in an appropriate manner. The issues detailed in this report
help to ensure that there is an effective and sustainable Council.

Climate Change Implications

5.2  There are no specific climate change implications

6. OTHER IMPLICATIONS

Equalities and Diversity Implications

6.1  There are no direct implications arising out of this report. Details of the
Council’'s arrangements for managing standards complaints under the
Localism Act 2011 are available on the Council’'s website and from the
Monitoring Officer on request.
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BROMSGROVE DISTRICT COUNCIL

Audit, Standards &

Governance Committee 2"d February
2022

Operational Implications

6.2 Member Complaints
Since the last meeting of the Committee, a number of complaints have
been received in respect of the same issue and consideration of this
issue is ongoing.

New Model Code of Conduct

6.3  Since last reported to Members on 22" July 2021 Monitoring Officers
across the county have, as members agreed, been working to agree a
version, based on the LGA’s Model Code of Conduct, to apply across
the county and all levels of local government, which Members were
keen to achieve. This work is now largely completed and a full report
with the proposed new Code for discussion, will be presented to the
next meeting of the committee on 10" March 2022.

The New Normal

6.4  Since 7th May 2021, elected Members have needed to attend formal
Committee meetings in person. These rules do not apply to informal
meetings, such as Scrutiny Task Groups or Member training and
consequently a lot of informal and private meetings continue to take
place remotely.

6.5 Due to the emergence of the Omicron variant in the UK, Plan B
guidelines were announced by the Government on 8" December 2021.
Although Council meetings were not specifically highlighted as part of
the Plan B guidelines, a risk-assessed approach has been adopted by
the Council in response to this when organising and holding committee
meetings. The Council continues to maintain social distancing
measures at committee meetings. Therefore, meetings held in-person
are being organised so that, wherever possible, attendees sit at least
two metres apart. Meeting rooms are fully ventilated with windows kept
open throughout the meeting, except when proceedings enter into
exempt session. For this reason, Members are strongly encouraged to
wear warm clothing when attending committee meetings held during
the winter months. Following consultation with Group Leaders, it was
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BROMSGROVE DISTRICT COUNCIL

Audit, Standards &

Governance Committee 2"d February
2022

agreed that all Members should wear a face covering throughout the
meeting unless they were exempt. In addition to this, the Council
strongly encourages Members to take a lateral flow test on the day of
the meeting.

6.6 The Member Development Steering Group met on 12" January 2022.
During this meeting, the group discussed and agreed that additional
training should be delivered in 2022 in respect of Civil Leadership in
Emergencies and Carbon Literacy training, the latter session having
been recommended at a recent meeting of the Climate Change
Working Group. The group also agreed that Safeguarding training
should be mandatory, with Members required to attend at least one
safeguarding training session during their term of office. At the request
of the group, the safeguarding and Civil Leadership in Emergencies
training will both be included in the Member Induction pack in 2023.

6.7 During the meeting of the Member Development Steering Group on
12t January 2022, there was also a discussion of training and support
in respect of Members’ safety. This item was considered to be timely
following the tragic death of Sir David Amess MP. The group agreed
that training should be offered to Members in respect of lone working
and keeping safe and dates for this training will be communicated to
Members in due course. The group also discussed the potential for
Members to register with the Lifeline service as lone workers, to help
ensure the safety of Members when fulfilling their role when meeting
with local stakeholders and constituents.

6.8 The Constitution Review Working Group continues to meet regularly.
Any recommendations arising from meetings of this group will be
reported to Council for Members’ consideration.

7. RISK MANAGEMENT

7.1  The main risks associated with the details included in this report are:
¢ Risk of challenge to Council decisions; and
e Risk of complaints about elected Members.

8. APPENDICES and BACKGROUND PAPERS
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No appendices.

Chapter 7 of the Localism Act 2011.
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Governance Committee 2"d February
2022

9. REPORT SIGN OFF

Department Name and Job Title Date
Councillor Geoff Denaro — 18/01/2022
Portfolio Holder Portfolio Holder for
Governance

Claire Felton - Head of Legal, | 14/01/2022
Lead Director / Head of Equalities and Democratic

Service Services and Monitoring
Officer
Financial Services N/A

Claire Felton - Head of Legal, | 14/01/2022
Legal Services Equalities and Democratic
Services and Monitoring
Officer
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BROMSGROVE DISTRICT COUNCIL

Audit, Standards & Governance

Committee 2nd February
2022

GRANT THORNTON — SECTOR REPORT

Relevant Portfolio Holder Councillor Geoff Denaro, Portfolio
Holder for Finance and Governance

Portfolio Holder Consulted -

Relevant Head of Service Chris Forrester — Head of Finance and
Customer Services

Report Author Job Title: Head of Finance and Customer

Chris Forrester Services

Contact emaiil:
chris.forrester@bromsgroveandredditch.gov.uk
Contact Tel: 01527 54252

Wards Affected All Wards
Ward Councillor(s) consulted No
Relevant Strategic Purpose(s) An effective and sustainable Council

Non-Key Decision

If you have any questions about this report, please contact the report author in
advance of the meeting.

1. RECOMMENDATIONS

The Committee is asked to note updates as included in Appendix
1.

2. BACKGROUND

3. FINANCIAL IMPLICATIONS

3.1  There are no financial implications arising out of this report.

4. LEGAL IMPLICATIONS

4.1  The Council has a statutory responsibility to comply with financial
regulations.

5. STRATEGIC PURPOSES - IMPLICATIONS

Relevant Strateqgic Purpose
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Committee 2nd February
2022

5.1 The issues detailed in this report help to ensure that there is an
effective and sustainable Council.
Climate Change Implications

5.2  There are no Climate Change implications arising out of this report.

6. OTHER IMPLICATIONS

Equalities and Diversity Implications

6.1 There are no Equality and Diversity implications arising out of this
report.

Operational Implications

6.2  The report attached at Appendix 1 updates Members on the progress
on work undertaken by Grant Thornton since the last Committee
meeting. It sets out key audit deliverables and a sector update which
includes a number of matters that are relevant to Local Government. It
is also important to note that the report details a new approach to the
value for money element of the audit.

7. RISK MANAGEMENT

7.1  As part of all audit work the auditors undertake a risk assessment to
ensure that adequate controls are in place within the Council so reliance
can be placed on internal systems.

8. APPENDICES and BACKGROUND PAPERS

Appendix 1 - Grant Thornton Report
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BROMSGROVE DISTRICT COUNCIL

Audit, Standards & Governance

Committee 2nd February
2022

9. REPORT SIGN OFF

Department Name and Job Title Date
Councillor Geoff Denaro, N/A
Portfolio Holder Portfolio Holder for Finance
and Governance
Chris Forrester — Head of January 2022
Lead Director / Head of Finance and Customer
Service Services
Chris Forrester — Head of January 2022
Financial Services Finance and Customer
Services
N/A

Legal Services

N/A
Policy Team (if equalities
implications apply)

N/A
Climate Change Officer (if
climate change
implications apply)
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© 2022 Grant Thornton UK LLP.
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The contents of this report relate only to the
matters which have come to our attention,
which we believe need to be reported to you
as part of our audit planning process. It is
not a comprehensive record of all the
relevant matters, which may be subject to
change, and in particular we cannot be held
responsible to you for reporting all of the
risks which may affect or all weaknesses in
your internal controls. This report has been
prepared solely for your benefit and should
not be quoted in whole or in part without our
prior written consent. We do not accept any
responsibility for any loss occasioned to any
third party acting, or refraining from acting
on the basis of the content of this report, as
this report was not prepared for, nor
intended for, any other purpose.

Grant Thornton UK LLP is a limited liability
partnership registered in England and Wales:
No.OC307742. Registered office: 30 Finsbury
Square, London, EC2A 1AG. A list of members is
available from our registered office. Grant
Thornton UK LLP is authorised and regulated
by the Financial Conduct Authority. Grant
Thornton UK LLP is a member firm of Grant
Thornton International Ltd (GTIL). GTIL and the
member firms are not a worldwide partnership.
Services are delivered by the member firms.
GTIL and its member firms are not agents of,
and do not obligate, one another and are not
liable for one another’s acts or omissions.
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Introduction

Your key Grant Thornton
team members are:

Jackson Murray
Engagement Lead
T: 0117 305 7859

E: jackson.murray@uk.gt.com

Neil Preece

T2 abed

Manager
T: 0121232 5292

E: neil.a.preece@uk.gt.com

© 2022 Grant Thornton UK LLP.

This paper provides the Audit, Standards & Governance Committee with a
summary of emerging national issues and developments that may be
relevant to you as a local authority.

Members of the Audit, Standards & Governance Committee can find further useful material
on our website, where we have a section dedicated to our work in the public sector. Here you
can download copies of our publications www.grantthornton.co.uk.

If you would like further information on any items in this briefing, or would like to register with
Grant Thornton to receive regular email updates on issues that are of interest to you, please
contact either your Engagement Lead or Engagement Manager.
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Financial Reporting Council annual report

On 29 October, the Financial Reporting Council (FRC) published its Our “Opinion™ results over the past three years are shown in the table
annual report setting out the findings of its review of the work of local below:

auditors. The report summarises the results of the FRC’s inspections of

twenty audit files for the last financial year. A link to the report is here: Grade Number Number Number
. . 2020/21 2019/20 2018/19

FRC AOR Maijor Local Audits October 2021

Good with limited

improvements (Grade 1
Grant Thornton are one of seven firms which currently delivers local or 2]
audit work. Of our 330 local government and NHS audits, 87 are currently

defined as ‘major audits’ which fall within the scope of the AOR. This Injerevements reeuiee s e 2
year, the FRC looked at nine of our audits. [Grode 3]
;JU Significantimprovements 0 0 1
Q required (Grade 1)
®ur file review results
m’\e FRC reviewed nine of our audits this year. It graded six files (67%] as Total 9 6 t

‘Good’ and requiring no more than limited improvements. No files were

raded as requiring significant improvement, representing an impressive « . )
J 9 9¢19 P . pres J P Our “VFM” results over the past two years are shown in the table below. The
year-on-year improvement. The FRC described the improvement in our

audit quality as an ‘encouraging response by the firm to the quality FRC did not review VFM In 2018/19:

findings reported in the prior year.” Our Value for Money work continues
to be delivered to a high standard, with all of the files reviewed requiring 2‘853}; 2‘8{37;6
no more than limited improvement. We welcome the FRC findings and

conclusions which demonstrate the impressive improvement we have Good with limited 6 6 %
made in audit quality over the past year. improvements (Grade 1 S
The FRC also identified a number of good practices including effective or 2] o
challenge of management’s valuer, use of an auditor’s expert to assist Improvements required 0 0 Q
with the audit of a highly specialised property valuation, and the extent (Grade 3) —
and timing of involvement by the audit partner on the VFM conclusion. —
Significantimprovements 0O 0 D
required (Grade 4) 3
Total 6 6 o1
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https://www.frc.org.uk/getattachment/97b5a417-d9bf-4649-b3c3-3ae49a350fe7/FRC-AQR-Major-Local-Audits_October-2021.pdf

Financial Reporting Council annual report

(cont.)

Quality Assurance Department (QAD] Reviews

In addition to the reviews undertaken by the FRC on major local audits, the
QAD team from the ICAEW undertake annual reviews of non-major locall
audits as well as reviews of Foundation Trusts on behalf of NHSEG&I.

The QAD reviewed five of our audits this year and graded all of them
(100%] as *Satisfactory / generally acceptable’ for both the financial
stotements and VFM elements of the audit, which is the highest grading.

\Grade Number | Number | Number
2020/21 | 2020/19 | 2019/18

Satisfactory / generally
acceptable

Improvement required 0 1 0
Significantimprovementrequired 0 0 0
Total 5 / 2

Our continued commitment to Audit quality and continuous improvement
Our work over the past year has been undertaken during the backdrop of
COVID-19, when the public sector has faced the huge challenge of
providing essential services and helping safeguard the public during the
pandemic. Our NHS bodies in particular have been at the forefront of the
public health crisis.

© 2022 Grant Thornton UK LLP.

As auditors we have had to show compassion to NHS staff deeply affected
by the crisis, whilst staying focused on the principles of good governance
and financial management, things which are more important than ever. We
are very proud of the way we have worked effectively with audited

bodies, demonstrating empathy in our work whilst still upholding the
highest audit quality.

Over the coming year we will make further investments in audit quality
including strengthening our quality and technical support functions, and
increasing the level of training, support and guidance for our audit teams.
We will address the specific improvement recommendations raised by the
FRC, including:

. Enhanced training for local auditors on key assumptions within
property valuations, and how to demonstrate an increased level of
challenge

o Formalising our arrangements for the consideration of complex

technical issues by Partner Panels.

As part of our enhanced Value for Money programme, we will focus on
identifying the scope for better use of public money, as well as highlighting
weaknesses in governance or financial stewardship where we see them.

Conclusion

Local audit plays a critical role in the way public sector audits and society
interact, and it depends on the trust and confidence of all those who rely
on it. As a firm we’re proud to be doing our part to promote good
governance, effective stewardship and appropriate use of public funds.

Public
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Sector Update

Authorities continue to try to achieve greater efficiency in
the delivery of public services, whilst facing the challenges
to address rising demand, ongoing budget pressures and
social inequality.

Our sector update provides you with an up to date
summary of emerging national issues and developments to
pport you. We cover areas which may have an impact on
our organisation, the wider local government sector and
he public sector as a whole. Links are provided to the
etailed report/briefing to allow you to delve further and
find out more.

Our public sector team at Grant Thornton also undertake
research on service and technical issues. We will bring you
the latest research publications in this update. We also
include areas of potential interest to start conversations
within the organisation and with audit committee members,
as well as any accounting and regulatory updates.

© 2022 Grant Thornton UK LLP.

Public

*  Grant Thornton Publications

* Insights from local government sector
specialists

* Reports of interest

* Accounting and regulatory updates

More information can be found on our dedicated public sector and
local government sections on the Grant Thornton website by
clicking on the logos below:

local

Public Sector
government
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http://www.grantthornton.co.uk/en/industries/public-sector/
http://www.grantthornton.co.uk/en/industries/public-sector/local-government/

Public

What can be learned from Public Interest

Reports?- Grant Thornton

2020 will be remembered as a tumultuous year in local government, with the
pandemic creating unprecedented pressure on the sector. It also saw the
appearance of two Public Interest Reports (PIRs), followed by another in
January this year - the first to be issued in the sector since 2016. PIR’s can
be issued by local auditors if there are significant concerns around council
activity, such as major failings in finance and governance.

The recent PIRs have made headlines because, up to this point, very few
have ever been issued. But, as our latest report “Lessons from recent Public
T Interest Reports” explores, all three illustrate some of the fundamentall
o issues facing the wider sector and provide a lesson for all local authorities
% around: weaknesses in financial management; governance and scrutiny
N practices; and council culture and leadership; which, when combined, can
O brovide fertile ground for the kind of significantissues we might see in a PIR.

The COVID-19 pandemic highlighted four essential factors we probably
always knew about local government, have often said, but which are now
much better evidenced:

1) Local government has provided fantastic support to its communities in
working with the NHS and other partners to deal with the multifaceted
challenges of the pandemic.

2) Britain’s long centralised approach to government has been exposed to
some degree in terms of its agility to tailor pandemic responses to
regional and local bodies. This is recognised by the current government
who continue to pursue the options for devolution of powers to locall
bodies. Track and Trace delivered centrally has not been as successful
as anticipated and, according to government figures, local interventions
have had more impact.

© 2022 Grant Thornton UK LLP.

3) Years of reduced funding from central government have exposed the
underlying flaws in the local authority business model, with too much
reliance on generating additional income.

4) Not all authorities exercise appropriate care with public money; not all
authorities exercise appropriate governance; and not all authorities
have the capability of managing risk, both short and long term.
Optimism bias has been baked into too many councils” medium-term
plans.

The PIRs at Nottingham City Council (August 2020}, the London Borough of
Croydon (October 2020], and Northampton Borough Council (January
2021) are clear illustrations of some of the local government issues identified
above. The audit reports are comprehensive and wide-ranging and a lesson
for all local authorities. Local authorities have a variety of different
governance models. These range from elected mayor to the cabinet and a
scrutiny system approach, while others have moved back to committee
systems. Arguments can be made both for and against all of these models.
However, in the recent PIR cases, and for many other local authorities, it’s
less about the system of governance and more about how it operates, who
operates it and how willing they are to accept scrutiny and challenge.

OV

There are a number of lessons to be learned from the recent PIR reports and
these can be broken down into three key areas which are explored further i
our report:

1) The context of local government in a COVID-19 world
2) Governance, scrutiny, and culture

3) Local authority leadership.

The full report is available here:

G Way| ep
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Annual Transparency Report - Grant Thornton

As auditors of several listed entities as well as nearly one hundred major
local audits, we are required as a firm to publish an annual transparency
report.

The report contains a variety of information which we believe is helpful to
audit committees as well as wider stakeholders. The Financial Reporting
Council (FRC] in their thematic review of transparency reporting noted that
they are keen to see more Audit Committee Chairs actively engaging and
challenging their auditors on audit quality based on the information
produced in Transparency reports on a regular basis. We agree with the

@ FRC and are keen to share our transparency report and discuss audit

% quality with you more widely.

N
(o))

The transparency report provides details of our:

Leadership and governance structures

Principal risks and Key Performance Indicators

Quality, risk management and internal control structure
Independence and ethics processes

People and culture

Compliance with the Audit Firm Governance code and EU Audit directive
requirements

We have made significant developments in the year as part of our Local
Audit Investment Plan to improve our audit quality. We welcome an
opportunity to discuss these developments and our transparency report
should you wish.

© 2022 Grant Thornton UK LLP.

O Grant Thornton

Transparency
report

Grant Thornton UK LLP year ending 31 December 2020

April 2021

The full report is available here:

Transparency report 2020 (grantthornton.co.uk]
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https://www.grantthornton.co.uk/globalassets/1.-member-firms/united-kingdom/pdf/annual-reports/transparency-report-2020.pdf

Public

Local authority Covid-19 pressures - MHCLG

Outturn figures from the Ministry of Housing, Communities & Local Government (MHCLG) show that local authorities in England reported additional cost
pressures of £12.8bn relating to COVID-19 in 2020-21. Overall, local authorities spent £7.2bn responding to the pandemic last year, with the largest share of
additional expenditure going on adult social care services at £3.2bn.

Additional expenditure due to COVID-19 by class and service area (£ millions) (2020-21)

. I Shire Unitary Metropolitan | London . A
Shire District County Authority District Borough Total M‘
Adult Social Care - total 0.473| 1,254.880 848.654 663404 41384zl  3,181.254 Ministry of Housing,
Children's social care - total (excluding SEND) 0.000 94.933 131.127 89.799 62.987]  378.846 Com mun |t|es &
ousing - total (including homelessness
ervices) excluding HRA 63.129) 5.2514 74.949 4+2.281 12.971 298.584 Local Govern ment
P
nBnvironmental and regulatory services - total 33.564 68.097 67.512 66.704 63.554 299.433
-
Finance & corporate services - total 48.222 53.445 83.98k 76.923 78.284  340.858
All other service areas not listed in rows above| 184550 634.578 584924 B64737  395.137 2,363.926 The figures are available in full here:
https://www.gov.uk/government/pu
Total 329.937| 2,111.187 1,791.153 1,503.848| 1,126.777] 6,862.902 blications/local-authority-covid-19-

financial-impact-monitoring-
information

Income losses due to COVID-19 by class and source of income (£ millions) (2020-21) >

London «Q

Shire District | Shire County | Unitary Authority |Metropolitan District Borough Total ('D

Business rates 276.498 0.000 194.192 207.351 537.667] 1,215.708 -]
Council tax 399.037] 0.000 217.633 191.219 232.727  1,040.616) Q
iﬁfrz ‘;eses and 516.426 194.923 553.907] 396.745 475.728|  2,137.728 Q_J
ﬁ‘;g‘r?:mio' 82.448 24.159 120.629 204211 52154  483.600 8

Other 33.494 39.947 27.163 53.664] 45.166] 199.435 3
Total 1,307.903 259.029 1,113.5214 1,053.190 1,343.41] 5,077.087 (J_I
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Government response to MHCLG Select
Committee report on Local Authority financial
sustainability & the section 114 regime - MHCLG

Government has published a response to the Housing, Communities &

Local Government (HCLG) Committee report on local authority financial The report made 13 recommendations, and the Government
sustainability and the section 114 regime, published in July. response to these was published in October. The response notes
“Moving forward, we will work to provide the sector with a
sustainable financial footing, enabling it to deliver vital frontline
service and support other government priorities. We will also take
stock, including of the impact of the pandemic on local authority
resources and service pressures, to determine any future reforms.”

The HCLG report states “In recent years, the financial sustainability of local
government has faced successive challenges, including increased demand
for services, especially social care, changes to the level of funding
equalisation between councils and, most recently, the COVID-19 pandemic.
In some instances, councils have been in such acute financial trouble that
they have approached the Ministry of Housing, Communities and Local

> overnment for financial assistance; three of these—Northamptonshire in

2018, Croydon in late 2020 and Slough in July 2021—issued section 114
notices, essentially declaring they had run out of money. Our inquiry has

osought to identify the most serious threats facing local councils’ finances. In
light of the various factors we consider in the report, including the . .
somewhat delayed Fairer Funding Review, renewed discussion about http§://gomm|ttees.porhoment.uk/ House of Commons
property taxes and the need to reform funding for social care, the time is publications/6777/documents/72117 | Housing, Communities and
right to consider a more radical review of local government finances—and /default/ Local Government Committee
our report makes various recommendations about how this should be done.
We also consider what happened at Croydon—which prompted us to look

The initial report can be found ﬁ%
here:

Local authority financial
sustainability and the

at the section 114 regime—in the annex to our report.” Government response can be . .
found here: section 114 regime
The report includes sections on: https:// i K/
. ttps: WWW.JOV.U government Second Report of Session 2021-22
* Social Care /publications/local-authority-
. F . ﬂhOhCiO|‘SUStOinOb”itU‘Ond‘the‘ Report, together with formal minutes relating
und|ng . . = to the report
section-114-regime
° COV' D_'I 9 Ordered by the House of Commons

to be printed 14 July 2021

* Local authority commercial investment

¢ Audit and control

G wal| epuaby

© 2022 Grant Thornton UK LLP. 10


https://committees.parliament.uk/publications/6777/documents/72117/default/
https://www.gov.uk/government/publications/local-authority-financial-sustainability-and-the-section-114-regime

Public

Government response to Redmond review -

MHCLG

Government has published an update on the Ministry of Housing,
Communities & Local Government response to Sir Tony Redmond’s
independent review into the effectiveness of external audit and
transparency of financial reporting in local authorities.

The MHCLG press release states “The Audit, Reporting and Governance
Authority (ARGA] - the new regulator being established to replace the
Financial Reporting Council (FRC) - will be strengthened with new powers
over local government audit, protecting public funds and ensuring councils
are best serving taxpayers.

QThe new regulator, which will contain a standalone local audit unit, will
ring all regulatory functions into one place, to better coordinate a new,
Bimpliﬁed local audit framework.

ARGA will continue to act as regulator and carry out audit quality reviews
as the FRC does now. It will now also provide annual reports on the state of
local audit and take over responsibility for the updated Code of Local Audit
Practice - the guidelines councils are required to follow.

The government has confirmed that the Public Sector Audit Appointments
(PSAA] will continue as the appointing body for local audit, in charge of
procurement and contract management for local government auditors.

In the immediate term, MHCLG will set up and chair a Licison Committee,
which will comprise senior stakeholders across the sector that will oversee
the governance of the new audit arrangements and ensure they are
operating effectively.”

© 2022 Grant Thornton UK LLP.

The press release goes on to state the “measures finalise
the government’s response to Sir Tony Redmond’s
independent review into local audit, carried out last year.

The government has already announced £15 million to
support councils with additional costs in audit fees, and
recently consulted on the distribution of this funding.
Government is also consulting on improving flexibility on
audit fee setting and has extended the deadline for when
councils must publish their audited accounts.

Ministry of Housing,
Communities &

Local Government

The press release can be found here:

Government publishes update to audit review response -
GOV.UK (www.gov.uk]
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Public Accounts Committee (PAC) - Local auditor
reporting on local government in England &
government response

The PAC i@quirg'ex?n'nined.the timeliness of GU?”tO" reporting on En-glish * The rapidly diminishing pool of suitably qualified and experienced
|OCC{' IOU?“C bodies’ financial statements covering 2019-20. The Ncmo?cll staff increases the risks to the timely completion of quality audits.
Audit Office (NAO) report, on which this inquiry is based, found that “delays *  We are not convinced that the recently announced new local audit

in the delivery of audit opinions beyond the deadlines for publishing local

authority accounts, alongside concerns about audit quality and doubts

over audit firms’ willingness to continue to audit local public bodies, .
highlight that the situation needs urgent attention.”

arrangements will meet the pressing need for effective system
leadership now.
Unless local authority accounts are useful, relevant and
understandable they will not aid accountability.

The PAC report found “Without urgent action from government, the audit

system for local authorities in England may soon reach breaking point. With The report made recommendations in each of these areas. The
gpproximotelg £100 billion of local government spending requiring audit government response was published on 28 October.
@ach year, the Ministry of Housing, Communities & Local Government (the

epartment) has become increasingly complacent in its oversight of a local

@iudit market now entirely reliant upon only eight firms, two of which are

responsible for up to 70% of local authority audits. This has not been helped

by the growing complexity of local authority accounts, with audit firms now The PAC report and response -

asked to carry out more work in each audit, comply with new regulatory can be found here: ﬁé

demands and adapt to the new multifaceted landscape in which local Timeliness of local auditor

authorities operate, while also struggling to hire and retain experienced reporting on local House of Commons
auditors.” government in England -

Committees - UK Parliament Committee of Public Accounts

Key conclusions were:
* The morkeo} .declme in the t|mel|nes's of ext.ernol oud‘lt undermines Local auditor reporting
accountability and hampers effective decision-making. .

. o . on local government in
* There is a pressing risk of market collapse due to an over reliance on a
small number of audit firms and significant barriers to entry. England

* The commercial attractiveness to audit firms of auditing local authorities
has declined. Eleventh Report of Session 2021-22

G Wwal| epuaby
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2020/21 audited accounts -

Appointments

Public Sector Audit Appointments (PSAA] has reported that only 9% of local
government audits for 2020/21 were completed by the end of September.
This is a sharp contraction on the 45% filed on time for 2019-20, and is the
third successive year where the number of accounts produced on schedule
has reduced.

PSAA state “The challenges posed by COVID-19 have contributed to the

current position. However, a range of further pressures documented in the

Redmond Report are also continuing to impact performance. In particular

there is a shortage of auditors with the knowledge and experience to deliver
3he required higher quality audits of statements of accounts, which
@ncreasingly reflect complex structures and transactions, within the
gimefrome expected. The growing backlog of audits is also a concern, with

0 of the 2019/20 audits still incomplete.”

Grant Thornton commented “Audit quality remains a priority for our firm
and we continue to work hard with local audit stakeholders to ensure the
delivery of high quality audits in as timely a fashion as is practicable.
Unfortunately, much of this work will be delivered past the 30 September
target date, owing to ongoing constraints posed by the COVID-19 pandemic
and the backlog this has caused. We remain committed to public sector
audit and are now focused on delivering the majority of our local audits by
December 2021.”

© 2022 Grant Thornton UK LLP.

Public Sector Audit

Public Sector

Audit Appointments

The news article can be found here:
https://www.psaa.co.uk/2021/10/news-release-2020-21-
audited-accounts-psaa/

Public
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2023-24% audit appointments - Public Sector
Audit Appointments

Following a consultation exercise Public Sector Audit Appointments (PSAA]
has invited all principal local government including police and fire bodies to
become opted-in authorities. At the same time it published its procurement
strategy and prospectus for the national scheme from April 2023. Both
documents have evolved in response to the feedback provided by the
market engagement exercise and consultation on the draft prospectus
undertaken during June 2021.

PSAA state “Our primary aim is to secure the delivery of an audit service of
the required quality for every opted-in body at a realistic market price and

o support the drive towards a long term competitive and more sustainable

%norket for local public audit services.

Whe objectives of the procurement are to maximise value for local public
Nodies by:

securing the delivery of independent audit services of the required
quality;

awarding long term contracts to a sufficient number of firms to enable
the deployment of an appropriately qualified auditing team to every
participating body;

encouraging existing suppliers to remain active participants in local audit
and creating opportunities for new suppliers to enter the market;

encouraging audit suppliers to submit prices which are realistic in the
context of the current market;

enabling auditor appointments which facilitate the efficient use of audit
resources;

supporting and contributing to the efforts of audited bodies and auditors
to improve the timeliness of audit opinion delivery; and

© 2022 Grant Thornton UK LLP.

* establishing arrangements that are able to evolve in response to changes

to the local audit framework.

PSAA set out the proposed timeline, which anticipates contracts being

awarded in August 2022.

Public Sector

Audit Appointments

The news article can be found here:
https://www.psaa.co.uk/2021/09/psaa-publishes-its-
prospectus-and-procurement-strategy-and-invites-eligible-
bodies-to-opt-in-from-april-2023/

The procurement strategy can be found here:

https://www.psaa.co.uk/about-us/appointing-person-
information/appointing-period-2023-24-2027-
28/procurement-strategy/

Public
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Councils given power to build more homes for
first time buyers and for social rent - MHCLG

The Ministry of Housing, Communities & Local Government (MHCLG) has
announced that councils in England will have more freedom on how they
spend the money from homes sold through Right to Buy to help them build
the homes needed in their communities.

The MHCLG press release states the “package will make it easier for
councils to fund homes using Right to Buy receipts, including homes for
social rent, and give them greater flexibility over the types of homes they
provide to reflect the needs of their communities.

will also give councils more time to use receipts and to develop ambitious
Qbuilding programmes. The government wants homes supplied using Right to

uy receipts to be the best value for money, and to add to overall housing
w3upply, to help towards delivering 300,000 new homes a year across
c’%nglcmd by the mid-2020s.”

The press release goes on to note “New measures include:

* extending the time councils have to spend Right to Buy receipts from 3
years to b years

* increased cap on the percentage cost of new homes councils can fund
from Right to Buy receipts raised from 30% to 40% per home, making it
easier to build replacement homes

¢ allowing receipts to be used for shared ownership, First Homes, as well as
affordable and social housing, to help councils build the homes their
communities need

* introducing a cap on the use of Right to Buy receipts for acquisitions to
help drive new supply.”

© 2022 Grant Thornton UK LLP.

Ministry of Housing,
Communities &
Local Government

The press release can be found here:

Councils given power to build more homes for first time
buyers and for social rent - GOV.UK [(www.gov.uk]

Public
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Guide to support Value for Money (VfM) analysis
for public managers - CIPFA

The Chartered Institute of Public Finance and Accountancy (CIPFA] has
published this guide which complements a VM toolkit which has been
published separately. Both were developed under a collaborative project
between Government Outcomes Lab (GO Lab) and CIPFA.

CIPFA\

CIPFA state “The guide is aimed at public managers planning to assess
Value for Money (VM) of outcomes-based contract (OBC) programmes, or
any other type of programme with an outcome-focus, using prospective
information. This involves assessing economic validity of the programme
with respect to ‘doing nothing’ as well as the closest comparator.”

o
LS'éJCIPFA explain that the guide:

A guide to support Value
for Money (VIM) analysis

for public managers
@ Describes what VM represents in public provision of social services with

N a special focus on outcome-based contracts (OBCs). In particular the
guide emphasises the link between economy and effectiveness criteria.

July 2021

* Promotes thinking about longer-term effects of interventions, such as
outcomes and impact, at the design/ planning stage of programmes.
This means that having a good appreciation for efficiency is helpful but
not necessary, especially when outcomes are both identifiable and
measurable.

* Explain how it could be used to appraise public programmes with respect
to anticipated costs and value of them using prospective information.

The guide is available to CIPFA members through the website.

G wal| epuaby
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Climate change risk: A good practice guide for
Audit and Risk Assurance Committees - NAO

The National Audit Office (NAO) has published this guide to help Audit
Committees recognise how climate change risks could manifest themselves
and support them in challenging senior management on their approach to
managing climate change risks.

The NAO comment “Audit and Risk Assurance Committees (ARACs] play a
key role in supporting and advising the board and Accounting Officer in
their responsibilities over risk management.

This guide will help ARACs recognise how climate change risks could
-snanifest themselves and support them in challenging senior management
Qon their approach to managing climate change risks. We have outlined
aspecific reporting requirements that currently apply.

&)Dur primary audience is ARAC chairs of bodies that we audit, but the
principles of the guide will be relevant for bodies across the wider public
sector. It promotes good practice and should not be viewed as mandatory
guidance.

Climate change and the nature of its impacts on organisations globally is
changing rapidly. This guide acknowledges the evolving nature of climate
change and its associated risks and opportunities and will be refreshed in
the future to reflect those changes.”

The guide includes sections on “How to support and challenge
management”. This includes sections on governance and leadership;
collaboration; risk identification and assessment; risk treatment, monitoring
and reporting and continual improvement. There is also a “Complete list of
questions that Audit and Risk Assurance Committees can ask” for each of
these areas. The guide also includes “Key guidance and good practice
materials” with links.

© 2022 Grant Thornton UK LLP.

Good practice gulde

Climate change risk: A good practice guide  NatonalAuit Office
for Audit and Risk Assurance Committees

August 2021

We are the UK’s independent
public spending watchdog

The report can be found here:

Climate change risk: A good practice guide for Audit and
Risk Assurance Committees - National Audit Office (NAQO)

Report
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Local government and net zero in England - NAO

The National Audit Office (NAO) report responds to a request from the
Environmental Audit Committee to examine local government and net zero.
It considers how effectively central government and local authorities in
England are collaborating on net zero, in particular to:

« clarify the role of local authorities in contributing to the UK’s statutory net
zero target; and

« ensure local authorities have the right resources and skills for net zero.

The NAO comment “While the exact scale and nature of local authorities’

Woles and responsibilities in reaching the UK’s national net zero target are to
e decided, it is already clear that they have an important part to play, as a

Desult of the sector’s powers and responsibilities for waste, local transport

and social housing, and through their influence in local communities.
Government departments have supported local authority work related to
net zero through targeted support and funding. However, there are serious
weaknesses in central government’s approach to working with locall
authorities on decarbonisation, stemming from a lack of clarity over local
authorities’ overall roles, piecemeal funding, and diffuse accountabilities.
This hampers local authorities’ ability to plan effectively for the long-term,
build skills and capacity, and prioritise effort. It creates significant risks to
value for money as spending is likely to increase quickly.

MHCLG, BEIS and other departments recognise these challenges and are
taking steps to improve their approach. Their progress has understandably
been slowed by the COVID-19 pandemic, but there is now great urgency to
the development of a more coherent approach.”

© 2022 Grant Thornton UK LLP.

Key findings include:

¢ Central government has not yet developed with local authorities any
overall expectations about their roles in achieving the national net zero

target.

* There is little consistency in local authorities’ reporting on net zero, which
makes it difficult to get an overall picture of what local authorities have

achieved.

* Neither MHCLG nor HM Treasury has assessed the totality of funding
that central government provides to local government that is linked with

net zero.

The report can be
found here:

https://www.nao.org.u

k/report/local-

government-and-net-
zero-in-england/

Local government and
net zero in England

HM Government

National Audit Office
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Cyber and information security: Good practice
guide - NAO

The National Audit Office [NAO] has publlshed this guide to help Audit The guide provides a checklist of quest]ons and issues Covering;
Committees scrutinise cyber security arrangements. To aid them, this

guidance complements government advice by setting out high-level
questions and issues for audit committees to consider. * Capability needed to manage cyber security

* The overall approach to cyber security and risk management

The NAO state “Audit committees should gain the appropriate assurance for ¢ Specific aspects, such as information risk management, engagement and
the critical management and control of cyber security and information risk. training, asset management, architecture and configuration, vulnerability
management, identity and access management, data security, logging and

Cyber security is the activity required to protect an organisation’s data, Lo .. »
monitoring and incident management.

devices, networks and software from unintended or unauthorised access,

change or destruction via the internet or other communications systems or

technologies. Effective cyber security relies on people and management of
rocesses as well as technical controls. ational Audit Offies

%ur guide supports audit committees to work through this complexity, being
Wble to understand and question the management of cyber security and
information risk. ;od practice guide

It takes into account several changes which affect the way in which we
interact with and manage our information and can drive increased risk.

Cyber and information security

These include changes to the way we work and live due to the COVID-19 The report can be found here:
pandemic and the ongoing demand to digitise and move to cloud-based
services. https://www.nao.org.uk/report/c

yber-security-and-information-

The strategic advice, guidance and support provided by government has lquid
also been updated to keep pace with these changes, detailing the impact risk-guidance/
and risks on the management of cyber security and information risk.

© 2022 Grant Thornton UK LLP. 19
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GrantThornton

grantthornton.co.uk

© 2022 Grant Thornton UK LLP.

‘Grant Thornton’ refers to the brand under which the Grant Thornton member firms provide assurance, tax and advisory services to their clients and/or refers to one or more member firms,
as the context requires. Grant Thornton UK LLP is a member firm of Grant Thornton International Ltd (GTIL). GTIL and the member firms are not a worldwide partnership. GTIL and each
member firm is a separate legal entity. Services are delivered by the member firms. GTIL does not provide services to clients. GTIL and its member firms are not agents of, and do not
obligate, one another and are not liable for one another’s acts or omissions.
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Agenda Iltem 6

BROMSGROVE DISTRICT COUNCIL

AUDIT, STANDARDS & GOVERNANCE
COMMITTEE 2 February 2022

GRANT THORNTON ANNUAL AUDIT LETTER 2019/20

Relevant Portfolio Holder Councillor Geoff Denaro
Portfolio Holder for Finance & Governance
Portfolio Holder Consulted Yes
Relevant Head of Service James Howse
Report Author Job Title: James Howse
Contact

email:;james.howse@bromsgroveandredditch.gov.uk
Contact Tel: 1205

Wards Affected ALL

Ward Councillor(s) consulted Non Specific

Relevant Strategic Purpose(s)
Non-Key Decision

If you have any questions about this report, please contact the report author in
advance of the meeting.

This report contains exempt information as defined in Paragraph(s) of Part |
of Schedule 12A to the Local Government Act 1972, as amended

1. RECOMMENDATIONS

The Cabinet is asked to NOTE the Audit Letter as included in
Appendix 1.

2. BACKGROUND

To present to Members the Grant Thornton Annual Audit Letter which
summarises the key findings arising from the work carried out at the
Council for the year ended 31 March 2020.

3. FINANCIAL IMPLICATIONS

3.1 Fee variations as set out in the attached report.

4. LEGAL IMPLICATIONS

4.1  The statutory audit was completed in accordance with the National
Audit Office Code of Audit Practice which reflects the requirements of
the Local audit and Accountability Act 2014.
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BROMSGROVE DISTRICT COUNCIL

AUDIT, STANDARDS & GOVERNANCE
COMMITTEE 2 February 2022

5. STRATEGIC PURPOSES - IMPLICATIONS

Relevant Strateqic Purpose

5.1 None as a direct result of this report.

Climate Change Implications

5.2  None as a direct result of this report.

6. OTHER IMPLICATIONS

Equalities and Diversity Implications

6.1 None as a direct result of this report.

Operational Implications

6.2  The Council received an unqualified opinion on the Financial
Statements for 2019/20.

6.3 The Audit Letter refers details Grant Thornton’s findings as a result of

the work undertaken as part of the final accounts for 2019/20 and reflects
the Audit opinion reported to this committee.

7. RISK MANAGEMENT

7.1  As part of all audit work, auditors undertake a risk assessment to
ensure that adequate controls are in place within the Council so
reliance can be placed on internal systems.

8. APPENDICES and BACKGROUND PAPERS

Appendix 1 — Grant Thornton Annual Audit Letter
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BROMSGROVE DISTRICT COUNCIL

AUDIT, STANDARDS & GOVERNANCE
COMMITTEE 2 February 2022

9. REPORT SIGN OFF

Department Name and Job Title Date

Councillor Geoff Denaro,
Portfolio Holder Portfolio Holder for Finance &
Governance

20/01/2022
Lead Director / Head of James Howse, Executive
Service Director of Resources

Financial Services

Legal Services

Policy Team (if equalities
implications apply)

Climate Change Officer (if
climate change
implications apply)
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Executive Summary

Purpose

Our Annual Audit Letter (Letter) summarises the key findings arising from the
work that we have carried out at Bromsgrove District Council (the Council)
and its subsidiary (the group) for the year ended 31 March 2020.

This Letter is intended to provide a commentary on the results of our work to
the Council and group and external stakeholders, and to highlight issues that
we wish to draw to the attention of the public. In preparing this Letter, we
have followed the National Audit Office (NAO)'s Code of Audit Practice and
Auditor Guidance Note (AGN) 07 — 'Auditor Reporting'. We reported the
detailed findings from our audit work to the Council's Audit, Standards &
Governance Committee as those charged with governance in our Audit
Findings Report on 11 March 2021.

Respective responsibilities

We have carried out our audit in accordance with the NAQO's Code of Audit Practice,

which reflects the requirements of the Local Audit and Accountability Act 2014 (the

Act). Our key responsibilities are to:

» give an opinion on the Council and group's financial statements (section two); and

» assess the Council's arrangements for securing economy, efficiency and
effectiveness in its use of resources (the value for money conclusion) (section
three).

In our audit of the Council and group's financial statements, we comply with
International Standards on Auditing (UK) (ISAs) and other guidance issued by the
NAO.

T
Ou® work
<Q
Me;teriality We determined materiality for the audit of the Council's financial statements to be £900,000 and £904,000 for the group, both of which equate to
o 2% of the gross cost of services.
Financial We gave an unqualified opinion on the group's financial statements on 5 October 2021. There were significant delays to the financial statements
Statements audit for 2019/20 which led to the late sign off of the audit opinion. Further information can be found on page 10.
opinion

We included an emphasis of matter paragraph in our report in respect of the uncertainty over valuations of the Council's land and buildings given
the Coronavirus pandemic. This does not affect our opinion that the statements give a true and fair view of the group and Council's financial >

position and its income and expenditure for the year.

«Q

We expect to receive draft financial statements for the year ended 31 March 2021 in February or March 2022. The deadline by which these g
should have been published, and available for audit, is 30 July 2021. The excessive delay in completing the audit of the 2019/20 financial
statements, and in receiving draft 2020/21 statements, has potentially serious consequences. In its report “Local auditor reporting on local Q.
government in England”, published on 8 July 2021, the House of Commons Committee of Public Accounts stated “If local authorities are to
effectively recover from the pandemic, it is critical that citizens have the necessary assurances that their finances are in order and being manage e
in the correct manner.” And “The Department [the Ministry of Housing, Communities & Local Government] considered that a local authority was i

a stronger position to complete its budget setting process each Autumn if its auditors had already completed their audit of the previous year’s
accounts, as the audited accounts often formed the underlying basis for the budget setting process. The Department felt that audited accounts 3
provided confidence, assurance and transparency for the budget setting process. It noted that there had been recent cases where an audit had o))
revealed information that affected the value of a local authority’s reserves and which had knock-on effects on future budgets.”

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021
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Executive Summary

Whole of Government We completed work on the Council’s consolidation return following guidance issued by the NAO.

Accounts (WGA)

Use of statutory powers We did not identify any matters which required us to exercise our additional statutory powers.

Value for Money We were satisfied that the Council put in place proper arrangements to ensure economy, efficiency and effectiveness in its use of
arrangements resources. We reported our findings in our Audit Findings Report on 11 March 2021.

Certificate We certified that we had completed the audit of the financial statements of Bromsgrove District Council in accordance with the

requirements of the Code of Audit Practice on 5 October 2021.

Working with the Council

The-aJUmpact of the Covid-19 pandemic on the Council, operationally and in We would like to record our appreciation for the assistance and co-operation
pre%ring the financial statements, has been significant. Finance and audit provided to us during our audit by the Council's staff .

staffhave been working remotely, and meeting through MS Teams. Not

beif able to meet face to face had a significant impact on the time taken to Grant Thornton UK LLP
complete our audit work. November 2021

- 9 Wa}| epuaby
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Audit of the Financial Statements

Our audit approach

Materiality

In our audit of the Council and group's financial statements, we use the
concept of materiality to determine the nature, timing and extent of our work,
and in evaluating the results of our work. We define materiality as the size of
the misstatement in the financial statements that would lead a reasonably
knowledgeable person to change or influence their economic decisions.

We determined materiality for the audit of the group financial statements to
be £904,000, which is 2% of the group’s gross cost of services. We
determined materiality for the audit of the Council’s financial statements to be
£%E0,000, which is 2% of the Council’s gross cost of services. We used this

chmark as, in our view, users of the group and Council's financial
stqtements are most interested in where the group and Council has spent its
rewenue in the year.

We set a separate lower materiality level for the disclosure note on
remuneration of individual senior managers. In view of the sensitivity of this
note to the reader of the accounts, we have set a materiality level of £7k,
being 2% of the earnings disclosed in the prior year remuneration note.

We set a lower threshold of £45,000, above which we reported errors to the
Audit, Standards & Governance Committee in our Audit Findings Report.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

The scope of our audit

Our audit involves obtaining sufficient evidence about the amounts and disclosures in

the financial statements to give reasonable assurance that they are free from material

misstatement, whether caused by fraud or error. This includes assessing whether:

» the accounting policies are appropriate, have been consistently applied and
adequately disclosed;

» the significant accounting estimates made by management are reasonable; and

» the overall presentation of the financial statements gives a true and fair view.

We also read the remainder of the Statement of Accounts to check it is consistent with
our understanding of the Council and group and with the financial statements included
in the Statement of Accounts on which we gave our opinion.

We carry out our audit in accordance with ISAs (UK) and the NAO Code of Audit
Practice. We believe that the audit evidence we have obtained is sufficient and
appropriate to provide a basis for our opinion.

Our audit approach was based on a thorough understanding of the group and
Council's business and is risk based.

\v/

We identified key risks and set out overleaf the work we performed in response to
these risks and the results of this work.

- 9 Wa)| epuab
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Audit of the Financial Statements

Significant Audit Risks

These are the significant risks which had the greatest impact on our overall strategy and where we focused more of our work.

Risks identified in our audit plan

Covid-19

The global outbreak of the Covid-19 virus pandemic has led to
unprecedented uncertainty for all organisations, requiring urgent
business continuity arrangements to be implemented. We
expected current circumstances would have an impact on the
production and audit of the financial statements for the year ended
31 March 2020, including and not limited to;

* remote working arrangements and redeployment of staff to
ritical front line duties may impact on the quality and timing of
ﬁwe production of the financial statements, and the evidence we
%an obtain through physical observation;

. golatility of financial and property markets will increase the
uncertainty of assumptions applied by management to asset
valuation and receivable recovery estimates, and the reliability
of evidence we can obtain to corroborate management
estimates;

 financial uncertainty will require management to reconsider
financial forecasts supporting their going concern assessment
and whether material uncertainties for a period of at least 12
months from the anticipated date of approval of the audited
financial statements have arisen; and

» disclosures within the financial statements will require
significant revision to reflect the unprecedented situation and its
impact on the preparation of the financial statements as at 31
March 2020 in accordance with IAS1, particularly in relation to
material uncertainties.

We therefore identified the global outbreak of the Covid-19 virus as
a significant risk.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

How we responded to the risk

As part of our audit work we:

+ worked with management to understand the implications the
response to the Covid-19 pandemic had on the
organisation’s ability to prepare the financial statements and
update financial forecasts and assessed the implications on
our audit approach;

+ liaised with other audit suppliers, regulators and government
departments to co-ordinate practical cross sector responses
to issues as and when they arose. An example of this is the
audit approach to the material valuation uncertainty
disclosed by property valuers and the Emphasis of Matter
paragraph included in audit opinions;

» evaluated the adequacy of the disclosures in the financial
statements in light of the Covid-19 pandemic;

» evaluated whether sufficient audit evidence using alternative
approaches could be obtained for the purposes of our audit
whilst working remotely;

» evaluated whether sufficient audit evidence could be
obtained to corroborate significant management estimates
such as asset valuations and recovery of receivable
balances;

» evaluated management’s assumptions that underpin the
revised financial forecasts and the impact on management’s
going concern assessment; and

» discussed with management any potential implications for
our audit report if we were unable to obtain sufficient audit
evidence.

Findings and conclusions

The Council was ultimately
unable to produce draft
financial statements to the
extended financial reporting
timetable following the Covid-
19 pandemic and as a result
of this and other challenges
experienced during the audit,
our audit opinion was provided
significantly later than
planned.

Aspects of our work were
much more challenging as we
were unable to meet with
officers to discuss issues.
Being able to do this makes
discussing issues and
resolving questions much
easier.

-9 Wa}| epuaby
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Audit of the Financial Statements

Risks identified in our audit plan

Valuation of land and buildings

The Council and group revalues its land and
buildings on a rolling five-yearly basis. This
valuation represents a significant estimate
by management in the financial statements
due to the size of the numbers involved and
the sensitivity of this estimate to changes in
key assumptions. Additionally, management
willlheed to ensure the carrying value in the
Canncil and group financial statements is
nof materially different from the current

valge or the fair value (for surplus assets) at
the financial statements date, where a
rolling programme is used

We therefore identified valuation of land and
buildings, particularly revaluations and
impairments, as a significant risk, which was
one of the most significant assessed risks of
material misstatement.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

How we responded to the risk

As part of our audit work we:

evaluated management's processes and
assumptions for the calculation of the
estimate, the instructions issued to valuation
experts and the scope of their work;

evaluated the competence, capabilities and
objectivity of the valuation expert;

wrote to the valuer to confirm the basis on
which the valuation was carried out;

challenged the information and assumptions
used by the valuer to assess completeness
and consistency with our understanding;

tested revaluations made during the year to
see if they had been input correctly into the
Council’s asset register; and

evaluated the assumptions made by
management for those assets not revalued
during the year and how management has
satisfied themselves that these are not
materially different to current value at year
end.

Management’s valuation expert reported the
valuations on a ‘material valuation uncertainty’

basis as a result of the Covid-19 pandemic and in

accordance with RICS. We included an
Emphasis of Matter paragraph in our audit
opinion in respect of this.

Findings and conclusions

We noted in our Audit Plan dated 5 March 2020 that the FRC has
determined that auditors need to improve the quality of audit
challenge on PPE valuations across the sector. We therefore
increased the volume and scope of our audit work to ensure an
adequate level of audit scrutiny and challenge over the
assumptions that underpin PPE valuations. This resulted in
significantly more work than previous years, including review and
challenge of the source data used by the valuer to prepare
valuations. This work was particularly challenging as we were not
able to meet in person with the valuer to go through this work.

We encountered some significant challenges and delays in
completing our work, as follows:

» we had difficulty in obtaining the previous revaluation reports.
This delayed us being able to select a sample for detailed
testing;

* having selected a sample for detailed testing we were unable to
follow the accounting treatment, necessitating further
discussions with Officers;

- Officers were unable to provide us with floor areas for those (jQ>
properties revalued, which is a key input in the valuation
calculation. This is surprising as we would expect the Council to—5
know the floor area of buildings it owns for other purposes. o
These were eventually provided by the Valuer, but obtaining Q)
them took a huge amount of time; and

» Officers had not engaged the external valuer through a Letter ofc'_D"
Engagement. This makes it impossible to ascertain whether the
valuer completed all of the work requested or intended. 3

o
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Audit of the Financial Statements

Risks identified in our audit plan

Valuation of net pension liability

The group and Council’s pension fund net liability, as
reflected in its balance sheet as the net defined benefit
liability, represents a significant estimate in the
financial statements. The pension fund net liability is
considered a significant estimate due to the size of the
numbers involved and the sensitivity of the estimate to
changes in key assumptions.

0
Wgherefore identified valuation of the Council’s
persion fund net liability as a significant risk, which
w ne of the most significant assessed risks of
material misstatement.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

How we responded to the risk

As part of our audit work we:

updated our understanding of the processes and controls put
in place by management to ensure that the group and
Council’s pension fund net liability is not materially misstated
and evaluated the design of the associated controls;

evaluated the instructions issued by management to their
management expert (an actuary) for this estimate and the
scope of the actuary’s work;

assessed the competence, capabilities and objectivity of the
actuary who carried out the group and Council’s pension fund
valuation;

assessed the accuracy and completeness of the information
provided by the group and Council to the actuary to estimate
the liability;

tested the consistency of the pension fund asset and liability
and disclosures in the notes to the core financial statements
with the actuarial report from the actuary;

undertook procedures to confirm the reasonableness of the
actuarial assumptions made by reviewing the report of the
consulting actuary (as auditor’s expert) and performed any
additional procedures suggested within the report; and

obtained assurances from the auditor of Worcestershire
Pension Fund as to the controls surrounding the validity and
accuracy of membership data; contributions data and benefits
data sent to the actuary by the pension fund and the fund
assets valuation in the pension fund financial statements.

Findings and conclusions

Our audit did not identify any issues in
respect of the valuation of the pension
fund net liability.
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Audit of the Financial Statements

Risks identified in our audit plan

Management override of internal controls

Under ISA (UK) 240 there is a non-rebuttable presumed risk that the risk
of management over-ride of controls is present in all entities.

We therefore identified management override of control, in particular
journals, management estimates and transactions outside the course of
business as a significant risk, which was one of the most significant
assessed risks of material misstatement.

TG obed

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

How we responded to the risk

As part of our audit work we:

Findings and conclusions

Our work in this area not identify any
issues in respect of management

evaluated the design effectiveness of >
override of controls.

management controls over journals;

analysed the journals listing and
determined the criteria for selecting high
risk unusual journals;

tested unusual journals recorded during
the year and after the draft accounts stage
for appropriateness and corroboration;

gained an understanding of the
accounting estimates and critical
judgements applied made by
management and considered their
reasonableness with regard to
corroborative evidence; and

evaluated the rationale for any changes in
accounting policies, estimates or
significant unusual transactions.
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Audit of the Financial Statements

Audit opinion
We gave an unqualified opinion on the Council and group's financial statements
on 5 October 2021.

Preparation of the financial statements
We reported the initial delay in draft financial statements being presented for
audit and the subsequent significant challenges in completing our audit work in
our Audit Findings Report presented to Audit, Standards & Governance
Committee on 11 March 2021. We had previously presented reports to the
Committee on 21 January 2021 and 24 November 2020. In our progress report
presented to the Audit, Standards & Governance Committee on 24 November
2020 we again highlighted our concerns and challenges regarding quality of
working papers supporting the financial statements and responses to audit
questions, and provided some illustrative examples. During the ensuing
dingUssion Members recognised the issues both officers and auditors face.

Q
Issties arising from the audit of the financial statements
Weﬂeported the key issues from our audit to the Council’'s Audit, Standards &
Governance Committee on the three dates noted above.

In our Audit Findings Report presented to Committee on 11 March 2021 we
noted that our audit was substantially complete, with the following to complete:

* employee remuneration testing;
* receipt of management representation letter; and
» review of the final set of financial statements.

We were presented with four further versions of the financial statements which
did not reflect all of the agreed amendments. The fifth version did include all of
the changes. Considerable audit time was spent checking each of the five
versions, discussing the financial statements with Officers, and updating our
consideration of events after the balance sheet date through minute reviews.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

In our Audit Findings Report presented to Committee on 11 March 2021 we reported
“the final audit fee is to be confirmed, pending discussions with Officers and PSAA
regarding additional fee as a result of:

» the additional work required to resolve the very high number of questions we
raised, inadequate explanations to our questions, and the number of amendments
required to the Statement of Accounts (estimated £10,000); and

+ the additional work and time as a result of the impact of Covid-19 (estimated
£7,500).”

As a result of the additional audit time required in the seven months between 11
March and 5 October we have discussed with Officers that further additional fees will
be required. The final audit fee variation will now be £20,000.

Annual Governance Statement and Narrative Report

We are also required to review the Council’s Annual Governance Statement and
Narrative Report. It published them on its website in the draft Statement of Accounts
in September 2020.

Our work on the Annual Governance Statement identified a significant number of
typographical errors, not referring to the CIPFA / SOLACE requirements, and saying
nothing about the "Significant Governance Issues". The Statement was enhanced in
order to meet the disclosure requirements and is consistent with the financial
statements and our knowledge obtained in the audit.

Our work on the Narrative Report identified a number of areas for enhancement.
amended Report meets the disclosure requirements and is consistent with the
financial statements and our knowledge obtained in the audit.

Whole of Government Accounts (WGA)
We carried out work in line with instructions provided by the NAO . We issued an
assurance statement which confirmed the Council was below the audit threshold. =+

| epuslRy

Certificate of closure of the audit
We certified that we have completed the audit of the financial statements of
Bromsgrove District Council in accordance with the requirements of the Code of AGN

Practice on 5 October 2021.
10
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Value for Money conclusion

Background

We carried out our review in accordance with the NAO Code of Audit
Practice, following the guidance issued by the NAO in April 2020 which
specified the criterion for auditors to evaluate:

In all significant respects, the audited body takes properly informed decisions
and deploys resources to achieve planned and sustainable outcomes for
taxpayers and local people.

Key findings
Ouir first step in carrying out our work was to perform a risk assessment and
identify the risks where we concentrated our work.

T@ risks we identified and the work we performed are set out overleaf.
Q

D
92
w
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Overall Value for Money conclusion

We are satisfied that in all significant respects the Council put in place proper
arrangements to secure economy, efficiency and effectiveness in its use of resources
for the year ending 31 March 2020.

As part of our work we also considered whether the significant challenges in relation
to the financial statements audit also needed to be reflected in our value for money
conclusion, given one of the NAO VFM criteria relates to “Unreliable and untimely
financial reporting that doesn’t support the delivery of strategic priorities, such as the
late submission of financial statements for audit”. This was considered by an
independent consistency panel, who agreed with our assessment that the VFM
Conclusion should not be qualified in this regard. This was principally because of the
support from the Chief Executive to the Acting Section 151 Officer, and of the audit
process.

9 wa)| epuaby
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Value for Money conclusion

Risks identified in our audit
plan

Financial sustainability

How robust is the Medium Term
Financial Plan (MTFP) and how
well developed are savings plans?

In October 2019, Cabinet received
a report setting out the MTFP
framework. The report highlighted
that the Council had a £3m gap
over the next 3 years with £0.7m to
be_found for 2020/21 in order to
avgdd using reserves to support
réggnue expenditure. While the
Cqyncil does have sufficient
rederves to cover these deficits,
difficult decisions on priority and
non priority areas are needed in
order to avoid using reserves.

We will review the MTFP which
Cabinet approved in February 2020
and select a sample of savings or
income generation schemes to test
in order to obtain assurance that
they are robust and realistic.

We will monitor the progress made
to identify non priority areas and to
begin to disinvest in those areas.

How we responded to the risk

The MTFP approved by Cabinet in February 2019 showed a financial gap up to and
including 2022/23 of £3.4m. By February 2020 that had improved to forecast a gap,
up to and including 2023/24, of £2m. The improved financial position is largely a
result of windfalls such as the Local Enterprise Partnership (LEP) contribution saving
(£150k), reduced pension fund and Minimum Revenue Provision (MRP) contributions
(£236Kk), reviewing asset lives and the capital programme (£437k) and New Homes
Bonus being more than anticipated (£589k). There is little evidence so far of
Members taking difficult decisions to identify and disinvest in non-priority areas. The
Council has a relatively small window of opportunity to do this before it needs to start
to use significant levels of reserves to balance its' budget.

Despite this, Members are provided with regular reports as the MTFP is developed,
and are thus sighted and engaged in decision making. Key assumptions used in the
MTFP are reasonable.

We reviewed some of the higher value savings or income generation schemes
identified in the MTFP agreed in February 2020. These were the LEP contribution
saving, lower pension fund contributions, MRP, lower insurance costs and
investment income. These total £1,314k out of a total of £1,544k (85%) in the MTFP
(excluding New Homes Bonus and Council Tax Surplus). With the exception of
investment income we found these to be robust, realistic and clearly reported. Many
are essentially "cashable" and delivered. While the investment income returns do

seem reasonable and prudent it is premature to reflect these in the MTFP as savings.

They ought only to be included when properties have been purchased. It could also
be misleading to Members and the Public to show the investment income in the way
it is — i.e. gross, with the associated interest and other costs shown elsewhere.

The Council estimates that the financial impact of Covid-19 could amount to £2m,
which is partly offset by grants totalling £1m, leaving a net deficit of £1m. The Council
(with others) continues to lobby government for additional funding to cover certain
specific areas, such as leisure, and more recently the National Leisure Recovery
Fund was announced. Officers have been very clear in their reporting to Members of
the impact this will have on the financial position.
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Findings and conclusions

As we reported last year, the Council is
currently in a sound financial position,
but faces a challenging future, even
before the impact of Covid-19.
Members and Officers need to ensure
that anticipated savings and income
generation schemes are delivered in
order to avoid using reserves to
support revenue expenditure.

Management response

The Council is currently reviewing its
service delivery and expenditure plans

to ensure that appropriate actions are
taken to address the forecast budget
deficits in the MTFP. This has been a
period of profound uncertainty and with
one year spending reviews it has been
difficult for the Council to forecast >
government support moving forwards

for example the replacement for the D
new homes bonus scheme. While the =
Council believes that schemes will be o
introduced to replace these it has

taken a prudent approach and reflects QJ

the ending of these schemes with no ¢
new support. D

3
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A. Reports issued and fees

We confirm below our final reports issued and fees charged for the audit and provision of non-audit services.

Reports issued

Report
Audit Plan

Date issued

5 March 2020

Audit Progress Report and Sector Update 9 November 2020

Interim Audit Findings Report 14 January 2021

Audit Findings Report 11 March 2021

Annual Audit Letter November 2021
U
1)
Fe"&
CU-,n Planned Actual fees 2018/19 fees
£ £ £
Statutory audit 44,734 64,734 45,484
Total fees 44,734 64,734 45,484

Audit fee variation

As outlined in our audit plan, the 2019-20 scale fee published by PSAA
of £37,484 assumes that the scope of the audit does not significantly
change. There are a number of areas where the scope of the audit has
changed, which has led to additional work. These are set out over the
page.

Fee variations are subject to PSAA approval.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

Fees for non-audit services

Service Fees £

Audit related services 12,500
- Certification of Housing Benefit subsidy claim

Non-Audit related services
- None

Non- audit services

For the purposes of our audit we have made enquiries of all Grant
Thornton UK LLP teams providing services to the Council. The table
above summarises all non-audit services which were identified.

We have considered whether non-audit services might be perceived as
a threat to our independence as the Council’s auditor and have ensured
that appropriate safeguards are put in place.
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A. Reports issued and fees continued

Area
Pensions — IAS 19

PPE Valuation — work of experts

Increased challenge and depth of
work

New accounting standards

Tc@l per audit plan
«Q

Q@Rlitative issues
gl
(@)

Covid-19
Revised total
Scale fee

Proposed fee

Reason

The Financial Reporting Council has highlighted that the quality of work by audit firms in respect of
IAS 19 needs to improve across local government audits. Accordingly, we have increased the level
of scope and coverage in respect of IAS 19 this year to reflect this.

As above, the Financial Reporting Council has highlighted that auditors need to improve the quality
of work on PPE valuations across the sector. We have increased the volume and scope of our
audit work to reflect this.

The Financial Reporting Council (FRC) has raised the threshold of what it assesses as a good
quality audit.

The proposed implementation of IFRS16. This was deferred as a result of Covid-19, and the
proposed additional fee has been netted off the figures below

The additional work required to resolve the very high number of questions we raised, inadequate
explanations to our questions, the number of amendments required to the Statement of Accounts,
and reviewing five further versions of the draft accounts. As reported throughout our audit in
various progress reports.

The additional work and time as a result of the impact of Covid-19.

© 2021 Grant Thornton UK LLP | Annual Audit Letter | November 2021

Fee proposed

1,750

2,000

2,000

1,500

7,250
13,300

6,700

27,250
37,484
64,734
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G ra nt Tho rnto N ©2021 Grant Thornton UK LLP. Al rights reserved.

‘Grant Thornton’ refers to the brand under which the Grant Thornton member firms provide assurance, tax and advisory services to their clients and/or refers to one or more mem
firms, as the context requires.
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Grant Thornton UK LLP is a member firm of Grant Thornton International Ltd (GTIL). GTIL and the member firms are not a worldwide partnership. GTIL and each member firm is a
separate legal entity. Services are delivered by the member firms. GTIL does not provide services to clients. GTIL and its member firms are not agents of, and do not obligate, on
another and are not liable for one another’s acts or omissions.
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Agenda Item 7

BROMSGROVE DISTRICT COUNCIL

Audit, Standards and Governance Committee 17t jan 2022

DECISION TO OPT INTO THE NATIONAL SCHEME FOR AUDITOR
APPOINTMENTS MANAGED BY PSAA AS THE ‘APPOINTING PERSON’

Relevant Portfolio Holder Councillor Geoff Denaro

Portfolio Holder Consulted Yes

Relevant Head of Service

Report Author Job Title: Executive Director of Resources
Contact

email:;james.howse @bromsgroveandredditch.gov.uk
Contact Tel: 0152764252

Wards Affected N/A

Ward Councillor(s) consulted N/A

Relevant Strategic Purpose(s) N/A

Non-Key Decision

If you have any questions about this report, please contact the report author in
advance of the meeting.

This report contains exempt information as defined in Paragraph(s) of Part |
of Schedule 12A to the Local Government Act 1972, as amended

1. RECOMMENDATIONS

The Audit, Standards and Governance Committee recommend to
Council that it:

e accepts Public Sector Audit Appointments’ invitation to opt
into the sector-led option for the appointment of external
auditors to principal local government and police bodies for a
procurement period of five financial years from 1 April 2023
(that is to say from 2023/24 to 2027/28).

2. BACKGROUND

2.1 This report sets out proposals for appointing the external auditor to the
Council for the accounts for the five-year period from 2023/24.

2.2 The current auditor appointment arrangements cover the period up to
and including the audit of the 2022/23 accounts. The Council opted into
the ‘appointing person’ national auditor appointment arrangements
established by Public Sector Audit Appointments (PSAA) for the period
covering the accounts for 2018/19 to 2022/23.

2.3  PSAA is now undertaking a procurement for the next appointing period,
covering audits for 2023/24 to 2027/28.
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2.4

2.5

3.1

3.2

3.3

The Council has the option of arranging its own procurement and to
make the appointment itself, or it has the option of running a joint
procurement in conjunction with other bodies, or the Council can join
and take advantage of the national collective scheme administered by
PSAA. This report concludes that the sector-wide procurement
conducted by PSAA will produce better outcomes and will be less
burdensome for the Council than a procurement undertaken locally
because:

a) collective procurement reduces costs for the sector and for
individual authorities compared to a multiplicity of smaller local
procurements;

b) if it does not use the national appointment arrangements, the
Council will need to establish its own administrative
arrangements including an auditor panel with an independent
chair and independent members to oversee a local auditor
procurement and ongoing management of an audit contract;

c) itis the best opportunity to secure audit guality through the
appointment of a qualified, registered auditor (noting that there are
only nine accredited local audit firms, and a local procurement
would be drawing from the same limited supply of auditor
resources as PSAA’s national procurement); and

d) supporting the sector-led body offers the best way of to ensuring
there is a continuing and sustainable public audit market into the
medium and long term (noting that the Local Government
Association strongly supports the PSAA option).

If the Council wishes to take advantage of the national auditor
appointment arrangements, it is required under the local audit
regulations to make the decision at full Council. The opt-in period
starts on 22 September 2021 and closes on 11 March 2022.

FINANCIAL IMPLICATIONS

There is a risk that current external audit fee levels could increase
when the current contracts end under all options. It is clear that in
recent years the scope of audit has increased, requiring more audit
work. There are also concerns about capacity and sustainability in the
local audit market.

Opting into a national scheme provides maximum opportunity to ensure
fees are as realistic as possible, while ensuring the quality of audit is
maintained, by entering into a large scale collective procurement
arrangement.

If the national scheme is not used some additional resource may be
needed to establish an auditor panel and conduct a local procurement.
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4.1

4.2

4.3

4.4

4.5

5.1

5.2

6.1

Until a procurement exercise is completed it is not possible to state
what, if any, additional resource may be required for audit fees from
2023/24.

LEGAL IMPLICATIONS

Section 7 of the Local Audit and Accountability Act 2014 requires a
relevant Council to appoint a local auditor to audit its accounts for a
financial year not later than 31 December in the preceding year.

Section 8 governs the procedure for appointment including that the
Council must consult and take account of the advice of its auditor panel
on the selection and appointment of a local auditor.

Section 12 makes provision for the failure to appoint a local auditor.
The Council must immediately inform the Secretary of State, who may
direct the Council to appoint the auditor named in the direction or
appoint a local auditor on behalf of the Council.

Section 17 gives the Secretary of State the power to make regulations
in relation to an ‘appointing person’ specified by the Secretary of State.
This power has been exercised in the Local Audit (Appointing Person)
Regulations 2015 (SI 192) and this gives the Secretary of State the
ability to enable a sector-led body to become the appointing person. In
July 2016 the Secretary of State specified PSAA as the appointing
person.

If the Council wishes to take advantage of the national auditor
appointment arrangements, it is required under the local audit
regulations to make the decision at Full Council, hence the
purpose of this report.

STRATEGIC PURPOSES - IMPLICATIONS

Relevant Strateqgic Purpose

No direct impact.

Climate Change Implications

No climate change implications identified.

OTHER IMPLICATIONS

Equalities and Diversity Implications

No equalities implications noted.
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6.2

7.1

7.2

8.1

Operational Implications

The Finance Team and Section 151 Officer have experience of working
with auditors appointed under the PSAA arrangements.

RISK MANAGEMENT

The principal risks are that the Council fails to appoint an auditor in

accordance with the requirements and timing specified in local audit
legislation; or does not achieve value for money in the appointment

process.

These risks are considered best mitigated by opting into the sector-led
approach through PSAA.

APPENDICES and BACKGROUND PAPERS

None.
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9. REPORT SIGN OFF

Department Name and Job Title Date

Portfolio Holder ClIr Geoff Denaro 17/1/2022

Lead Director / Head of James Howse, Exec Director 17/1/2022
Service

Financial Services

Clare Flanagan — Principal 18/01/2022
Legal Services Solicitor

Policy Team (if equalities | N/A
implications apply)

Climate Change Officer (if | N/A
climate change
implications apply)
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BROMSGROVE DISTRICT COUNCIL

Date: 2"9 February 2022

AUDIT, STANDARDS AND GOVERNANCE COMMITTEE

THE INTERNAL AUDIT PROGRESS REPORT

Relevant Portfolio Holder Councillor Geoff Denaro

Portfolio Holder Consulted Yes

Relevant Head of Service Chris Forrester, Head of Finance and
Customer Services

Report Author Job Title: Head of Internal Audit Shared Service

Worcestershire Internal Audit Shared Service
Contact email: andy.bromage@worcester.gov.uk
Contact Tel: 01905 722051

Wards Affected All Wards
Ward Councillor(s) consulted No
Relevant Strategic Purpose(s) Good Governance & Risk

Management underpins all the
Strategic Purposes.

Non-Key Decision

If you have any questions about this report, please contact the report author in
advance of the meeting.

1. RECOMMENDATIONS

The Audit, Standards and Governance Committee recommend:-
1) thereportis noted.

2. BACKGROUND

The involvement of Member’s in progress monitoring is considered an important
facet of good corporate governance, contributing to the internal control
assurance given in the Council’s Annual Governance Statement.

This section of the report provides commentary on Internal Audit’s performance
for the period 01t April 2021 to 315t December 2021 against the performance
indicators agreed for the service and further information on other aspects of the
service delivery.

Summary Dashboard 2021/22:

Total reviews planned for 2021/22 12 (minimum originally)
Reviews finalised to date for 2021/22: 7 (incl.DFG’s)

Assurance of ‘moderate’ or below: 2

Reviews awaiting final sign off: 0

Reviews ongoing: 5

Reviews to commence (Q4): 4

Number of ‘High’ Priority recommendations reported: 1

Satisfied ‘High’ priority recommendations to date: 0
Productivity: 56%

Overall plan delivery to December 2021 69% (against target >90%)
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Since the last progress report presented to the Committee, 4 reports have been
finalised and are reported in Appendix 3.

Follow Up reports that have been finalised since the last progress report
presented before Committee are reported in Appendix 4.

All ‘limited’ assurance reviews go before CMT for full consideration.

2021/22 AUDITS TAKING PLACE AS AT 315 DECEMBER 2021

Due to the implementation of the new financial system and an extended delay
to provide audit with a ‘read only’ access profile the rolling testing programme
that should have been continuing during quarters 1 and 2 for Debtors and
Creditors did not take place. Partial access was established at the end of
September but full read only access was not established until December. This
has impacted the testing the result being a smaller sample overall and a
reliance on the review testing due to take place in Q3 and Q4 to provide formal
assurance. Payroll has been completed on a rolling basis.

The reviews that have been finalised and reported at Appendix 3 are:
Strategic Acquisitions

General Data Protection Regulations (GDPR)

Treasury Management

Worcester Regulatory Services

Benefits

Reviews that had commenced and at planning or testing stages included:
e Procurement

Grants

NNDR

Council Tax

Debtors

As the above are classified as ‘on going’ the assurance and outcome of the
reviews will be reported at Committee on completion.

Critical review audits are designed to add value to an evolving Service area.
Depending on the transformation that a Service is experiencing at the time of a
scheduled review a decision is made regarding the audit approach. Where
there is significant change taking place due to transformation, restructuring,
significant legislative updates or a comparison required a critical review
approach will be used. To assist the service area to move forwards challenge
areas will be identified using audit review techniques. The percentage of critical
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reviews will be confirmed as part of the overall outturn figure for the audit
programme. The outturn from the reviews will be reported in summary format
as part of the regular reporting.

Internal Audit are continuing to consider new processes emerging from the
changing working arrangements that have been necessary to continue to
provide Bromsgrove residents with services because of the pandemic. Plan
flexibility is continuing to be required to include and provide assurance on
potential areas of change.

Follow up reviews are an integral part of the audit process. There is a rolling
programme of review that is undertaken to ensure that there is progress with
the implementation of the agreed action plans. The outcomes of the follow up
reviews are reported in full so the general direction of travel and the risk
exposure can be considered by Committee. An escalation process involving
CMT and SMT is in place to ensure more effective use of resource regarding
follow up to reduce the number of revisits necessary to confirm the
recommendations have been satisfied. There are no material exceptions to
report currently.

3.4 AUDIT DAYS

Appendix 1 shows the progress made towards delivering the 2021/22 Internal
Audit Plan and achieving the targets set for the year. At the 315 December 2021
a total of 159 days had been delivered against an overall target of 230 days for
2021/22.

Appendix 2 shows the performance indicators for the service. Performance and
management indicators were approved by the Committee on the 15" July 2021
for 2021/22.

Appendix 3 provides copies of the reports that have been completed and final
reports issued since the previous progress report presented to Committee.

Appendix 4 provides the Committee with ‘Follow Up’ reports that have been
undertaken to monitor audit recommendation implementation progress by
management.

Appendix 5 provides an overview of the Quality Assurance Improvement Plan.

3.5 OTHER KEY AUDIT WORK

Much internal audit work is carried out “behind the scenes” but is not always the
subject of a formal report. Productive audit time is accurately recorded against
the service or function as appropriate. Examples include:
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Governance for example assisting with the Annual Government Statement
Risk management

Transformation review providing support as a ‘critical appraisal’
Dissemination of information regarding potential fraud cases likely to affect
the Councll

Drawing managers’ attention to specific audit or risk issues

Audit advice and commentary

Internal audit recommendations: follow up review to analyse progress

Day to day audit support and advice for example control implications, etc.
Networking with audit colleagues in other Councils on professional points of
practice

National Fraud Initiative coordination of uploads.

e Investigations

National Fraud Initiative

3.6 NFI data set uploads were completed by the end of December 2021. WIASS
continue to provide advice and assistance regarding the process.

Monitoring

3.7 To ensure the delivery of the 2021/22 plan and any revision required there
continues to be close and continual monitoring of the plan delivery, forecasted
requirements of resource — v — actual delivery, and where necessary, additional
resource will be secured to assist with the overall Service demands. The Head
of Internal Audit Shared Service remains confident his team will be able to
provide the required coverage for the year to ensure an internal audit opinion
can be reached using reviews from the authority’s core financial systems, as
well as other systems which have been deemed to be ‘high’ and ‘medium’ risk.
Any changes to the plan will be discussed with the s151 Officer and reported to
Committee.

3. FINANCIAL IMPLICATIONS

3.1  There are no direct financial implications arising out of this report.

4. LEGAL IMPLICATIONS

4.1 The Council is required under Regulation 6 of the Accounts and Audit
Regulations 2018 to “maintain in accordance with proper practices an adequate
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and effective system of internal audit of its accounting records and of its system
of internal control”.

5. STRATEGIC PURPOSES - IMPLICATIONS

Relevant Strateqgic Purpose

5.1  Good governance along with risk management underpin all the Corporate
strategic purposes. This report provides an independent assurance over
certain aspects of the Council’s operations.

Climate Change Implications

5.2  The actions proposed do not have a direct impact on climate change
implications.

6. OTHER IMPLICATIONS

Equalities and Diversity Implications

6.1 There are no implications arising out of this report.

Operational Implications

6.2  There are no new operational implications arising from this report.

7. RISK MANAGEMENT

7.1  The main risks associated with the details included in this report are to:
e Insufficiently complete the planned programme of audit work within
the financial year leading to an inability to produce an annual opinion;
and,

e acontinuous provision of an internal audit service is not maintained.

8. APPENDICES and BACKGROUND PAPERS

Appendix 1 ~ Internal Audit Plan delivery 2021/22
Appendix 2 ~ Performance indicators 2021/22

Page 69



Agenda Iltem 8

BROMSGROVE DISTRICT COUNCIL

Date: 2"9 February 2022
AUDIT, STANDARDS AND GOVERNANCE COMMITTEE

Appendix 3 ~ Finalised audit reports including definitions.2021/22
Appendix 4 ~ ‘Follow-up’ reports
Appendix 5 ~ Quality Assurance Improvement Plan
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APPENDIX 1
Delivery against Internal Audit Plan for 2021/22
15t April 2021 to 315 December 2021
Audit Area Original Forecasted Actual
2021/22 days to the Days used
Plan Days 31st March to 31
2022 December
2021
Core Financial Systems (see note 1) 68 68 34
Corporate Audits 62 62 53
Other Systems Audits (see note 2) 64 64 51
SUB TOTAL 194 194 138
Audit Management Meetings 15 15 13
Corporate Meetings / Reading 5 5 5
Annual Plans, Reports and Audit 16 16 3
Committee Support
Other chargeable (see note 3)
SUB TOTAL 36 36 21
TOTAL 230 230 159

Audit days used are rounded to the nearest whole.

Note 1: Core Financial Systems are audited predominantly in quarters 3 and 4 in order to maximise the assurance provided
for Annual Governance Statement and Statement of Accounts but not interfere with year end. A rolling programme has also been
introduced for Debtors and Creditors to maximise coverage and sample size, but internal audit has been unable to deliver this
during 2021/22 due to restricted system access. Partial access was provided during September 2021 with further access
established during December 2021. The overall results will be reported during Q4.

Note 2: Several budgets in this section are ‘on demand’ (e.g. consultancy, investigations) so the requirements can fluctuate
throughout the quarters potentially resulting in unallocated days.

Note 3: ‘Other chargeable’ days equate to times where there has been, for example, significant disruption to the IT provision
resulting in lost productivity.
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Audit Area

Corporate Link
(Corporate
Priority /
Strategic
Purpose)

Risk Register
Reference

Plan Priority

Resource
2021/22

Current Position

Indicative
Quarter

FINANCIAL

Debtors (note 1)

Enabling

Lack of robust
financial
accounting and
monitoring
arrangement

Medium/ High

12

Testing
Underway

Q3/Q4

Main Ledger/Budget
Monitor/Bank Rec (note 1)

Z/) abed

Enabling

Lack of robust
financial
accounting and
monitoring
arrangement

Medium/ High

14

To commence

Q4

Creditors (note 1)

Enabling

Lack of robust
financial
accounting and
monitoring
arrangement

Medium/ High

12

To commence

Q4

Asset & Acquisitions) Light
Touch (note 2)

Treasury Management (incl.

Enabling

Lack of robust
financial
accounting and
monitoring
arrangement

Medium/ High

Finalised October
2021 &
January 2022

Q2/Q3

Council Tax

Enabling

Lack of robust
financial
accounting and
monitoring
arrangement

Medium/ High

Testing
Underway

Q3/Q4
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Corporate Link

: (Co_rp(_)rate Risk Register N Resource . Indicative
Audit Area Priority / Plan Priority Current Position
. Reference 2021/22 Quarter
Strategic
Purpose)
Lack of robust
financial Finalised Q3/0Q4
Benefits (Transformation) Enabling accounting and | Medium/ High 10
o January 2022
monitoring
arrangement
Lack of robust
financial Testin Q3/04
9 NNDR Enabling accounting and | Medium/ High 8 9
g S Underway
monitoring
(\Dl arrangement
w Sub TOTAL 68
CORPORATE
Fundamental to
IT_ Audit (Server patching and strategic ICT7&ICT 8 Medium 9 To commence 04
disaster recovery) (note 3) purpose
delivery
Fundamental to
Risk Management (Critical strategic :
Friend Support) (note 4) purpose S151 request Medium 10 To commence Q4
delivery
Fundamental to
strategic . Testing
Procurement (note 5) purpose Medium 9 Underway Q2/Q3
delivery
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Corporate Link
(Corporate : . L
Audit Area Priority / Risk Register Plan Priority Resource Current Position Indicative
. Reference 2021/22 Quarter
Strategic
Purpose)
Fundamental to
GDPR - Security of electronic strategic . Finalised
data (note 6) purpose N/a Medium 9 November 2021 Q1
delivery
Fundamental to o
strateqic Finalised
Projects (note 3) purpo%e N/a Medium 12 September 2021 Q1
;_)U delivery
Q . . : . Finalised
('\Dl Disabled Facility Grants Enabling N/a Medium 3 November 2021 Q3
S . . . Testing
Grants (various) Enabling N/a High 10 Underway Q2/Q3
Sub TOTAL 62
SERVICE DELIVERY
Environmental
. . Keep my place
Refuse Se_rylce sqalablllty (new safe and Env 24 Low/ Medium 7 To commence Q4
builds) (Critical Friend) (note 3) .
looking good
Leisure N/a
0
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Corporate Link
(Corporate : . L
Audit Area Priority / Risk Register Plan Priority Resource Current Position Indicative
. Reference 2021/22 Quarter
Strategic
Purpose)
Worcester Regulatory Services
Statutory and Head of
(note 3) Regulatory Servi Medium 15 Finalised Q1
: ervice request
Requirement
Sub TOTAL 22
g‘? Other Operational Work
% AdV|s_ory, Consultancy & Operational N/a N/a 10 Draw Down 01 to Q4
~ Contingency support Budget
o Fraud & Investigations incl. NFI Operational N/a N/a 10 Draw Down Qlto Q4
support Budget
Completion of prior year's audits Operational N/a N/a 8 Complete Q1
support
Report Follow Up (all areas) Ogﬁ;a;'gr?al N/a N/a 10 On going Qlto Q4
Statement of Internal Control Operational N/a N/a 4 Q1 Completed QL& Q4
support Q4 To commence
Sub TOTAL 42
Audit Management Meetings O;;E:Oa;:rrt\al N/a N/a 15 On going Qlto Q4
Corporate Meetings / Reading OZirpa;'gr?al N/a N/a 5 On going Q1lto Q4
Annual Plans, Reports & Operational :
Committee Support support N/a N/a 16 On going QltoQ4
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Corporate Link

(Corporate Risk Register Resource Indicative
Audit Area Priority / 9 Plan Priority Current Position
. Reference 2021/22 Quarter
Strategic
Purpose)
Sub TOTAL 36
TOTAL CHARGEABLE 230

9/ abed
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Explanatory Notes:

*As part of the increasing joint and shared service working between Bromsgrove District
Council and Redditch Borough Council the audit budgets and areas will feature in both
internal audit plans and be consolidated to deliver a single piece of work covering both
Councils. Where practically possible the days will be split equally between the plans.
Weighting will, however, be applied if it is considered the focus of the work will major on one
Council.

The customer journey will be considered overall as part of the service audits.
Note 1: New financial system therefore audit budget increase.

Note 2: Light touch due to improved processes.

Note 3: Rolled from 2020/21.

Note 4: Risk management relaunch reviewing ongoing progress against action plan and
reporting.

Note 5: Rolled from 2020/21. Consultant outcome - reviewing action plan delivery.

Note 6: Previous audit was a ‘limited’ assurance outcome.
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Appendix 2

Performance against Key Performance Indicators 2021-2022
The success or otherwise of the Internal Audit Shared Service will be measured

against some of the following key performance indicators for 2021/22. Other key
performance indicators link to overall governance requirements of Bromsgrove District
Council e.g. KPI 4. The position will be reported on a cumulative basis throughout the
year.

KPI

Trend/Target
requirement

2021/22 Position (as at
31% December 2021)

Frequency of
Reporting

Operational

No. of audits achieved
during the year

Per target

Target = 12
Minimum

Delivered = 7 (incl. DFG’s)

When Audit Committee
convene

& 5 Ongoing
Percentage of Plan delivered >90% of agreed annual 69% When Audit Committee
p|an convene
Service productivity Positive direction year on Q3 56% When Audit Committee

year (Annual target 74%)

(2020/21 average 62%)

convene

Monitoring & Governance

No. of ‘high’ priority Downward 1 When Audit Committee

recommendations convene
(minimal) (2020/21 = 3)

No. of moderate or below Downward 2 When Audit Committee

assurances convene
(minimal) (2020/21 =7)

‘Follow Up’ results

Management action plan
implementation date
exceeded

(nil)

Exceptions

1 to report

(2020/21 = 0)

When Audit Committee
convene

Customer Satisfaction

No. of customers who
assess the service as
‘excellent’

Upward(increasing)

Ix issued
Ix Excellent Received

(2020/21 1x excellent)

When Audit Committee
convene

WIASS conforms to the Public Sector Internal Audit Standards (as amended).
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APPENDIX 3

Appendices A & B are indicated below and are applied to all reports. To save duplication these have been produced once and listed
below for information but can also be applied to Appendix 4.

Appendix A
Definition of Audit Opinion Levels of Assurance

Opinion Definition
Full Assurance The system of internal control meets the organisation’s objectives; all of the expected system controls tested are in place and are operating effectively.

No specific follow up review will be undertaken; follow up will be undertaken as part of the next planned review of the system.

U Significant There is a generally sound system of internal control in place designed to meet the organisation’s objectives. However isolated weaknesses in the design
g Assurance of controls or inconsistent application of controls in a small number of areas put the achievement of a limited number of system objectives at risk.
D
~ Follow up of medium priority recommendations only will be undertaken after 6 months; follow up of low priority recommendations will be undertaken as part
(o} of the next planned review of the system.
Moderate The system of control is generally sound however some of the expected controls are not in place and / or are not operating effectively therefore increasing
Assurance the risk that the system will not meet its objectives. Assurance can only be given over the effectiveness of controls within some areas of the system.

Follow up of high and medium priority recommendations only will be undertaken after 6 months; follow up of low priority recommendations will be undertaken
as part of the next planned review of the system.

Limited Weaknesses in the design and / or inconsistent application of controls put the achievement of the organisation’s objectives at risk in many of the areas
Assurance reviewed. Assurance is limited to the few areas of the system where controls are in place and are operating effectively.

Follow up of high and medium priority recommendations only will be undertaken after 6 months; follow up of low priority recommendations will be undertaken
as part of the next planned review of the system.

No Assurance No assurance can be given on the system of internal control as significant weaknesses in the design and / or operation of key controls could result or have
resulted in failure to achieve the organisation’s objectives in the area reviewed.

Follow up of high and medium priority recommendations only will be undertaken after 6 months; follow up of low priority recommendations will be undertaken
as part of the next planned review of the system.
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Appendix B
Definition of Priority of Recommendations

Priority Definition
High Control weakness that has or is likely to have a significant impact upon the achievement of key system, function or process objectives.
Immediate implementation of the agreed recommendation is essential in order to provide satisfactory control of the serious risk(s) the
system is exposed to.

Medium | Control weakness that has or is likely to have a medium impact upon the achievement of key system, function or process objectives.
Implementation of the agreed recommendation within 3 to 6 months is important in order to provide satisfactory control of the risk(s)
the system is exposed to.

Low Control weakness that has a low impact upon the achievement of key system, function or process objectives.
Implementation of the agreed recommendation is desirable as it will improve overall control within the system.
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1. Introduction

1.1
1.2.
1.3.

The audit of the Strategic Acquisitions (Purchasing for regeneration land and property) was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit
Plan for Redditch Borough Council for 2021/22 which was approved by the Governance and Standards Committee on 29" July 2021 and for Bromsgrove District Council by the
Audit, Standards and Governance Committee on 22" July 2021. The audit was a risk-based systems audit of the Strategic Acquisitions (Purchasing for regeneration land and
property) as operated by Redditch Borough Council.

This area of review is a back-office function and therefore underpins all the Strategic Purposes
There were no service or corporate risks relevant to this review:

This review was undertaken during the month of September 2021
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2.

2.1.

2.2.

2.3.

2.4.

3.

3.1.

3.2.

3.3.

3.4.

3.5.

Audit Scope and objective

This review was undertaken to provide assurance that:
. processes in place for Strategic Acquisitions for the purchasing for regeneration have been formally agreed are robust, compliant, and transparent in relation
to decision making and incorporates a clear assessment and understanding of associated risks.

The scope covered:
e Policies and Procedures/Capital Programme Planning
e Allocation of responsibilities, delegated powers, transparency, and audit trail of the decision-making process

This review covered processes in place at the time of the audit.

The audit did not express an opinion on the actual assets acquired for regeneration.

Audit Opinion and Executive Summary

From the audit work carried out we have given an opinion of significant assurance over the control environment in this area. The level of assurance has been calculated using
a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined in the “Definition of Audit Opinion Levels of Assurance” table in
Appendix A. However, it should be noted that statements of assurance levels are based on information provided at the time of the audit.

We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place but that our testing has identified an
isolated weakness in the design of controls and / or inconsistent application of controls in one area.

The review found the following areas of the system were working well:
e There are defined Acquisition and Investment Strategy Processes for each Council
e Detailed reports for the proposed Investments
e Capital Programme in place

Testing for re generation investments has only been carried out against the Redditch Acquisition and Investment Strategy as no re generation investment purchases have been
made since the introduction of the new strategy for Bromsgrove District Council.

The review found the following areas of the system where controls could be strengthened:
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Priority Section 4
(see Appendix B) Recommendation
number
Scoring and transparency of the criteria within the report Medium 1

4. Detailed Findings and Recommendations

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and action plan. The issues identified
have been prioritised according to their significance / severity. The definitions for high, medium, and low priority are set out in the “Definition of Priority of Recommendations” table in

Appendix B.
Ref. | Priority Finding Risk Recommendation Management Response and
Action Plan

New matters arising

1 M Scoring and transparency of the Response:
criteria within the report Agree with the findings.
The reports did not reflect the | Financial loss, a | The reportand criteria need to reflect | Action:
terminology used within the criteria | potential lack of | one another to ensure consistency | Review and amend the
table 1 as detailed within the | transparency and | and no assumptions. Either changing | Acquisition and Investment

Acquisition & Investment Strategy.
It is unclear what score was given
to each of the areas within the
criteria and the policy doesn't make
it clear how a decision would be
made from the scoring in table 1, if
the scoring fell across a range of
the measures.

There was an inconsistency in the
documentation  submitted  with

reputational damage if
unable to fully justify
the reason for
investment in the event
of a challenge against
the process.

the criteria within the strategy or
using the criteria within the report is
required.

There needs to be a reason
documented within the report if the
investment does not meet the
Excellent, Very Good, Good and why
the Council is still proceeding with
the Investment. If it does fit, why it
exceeds expectation.

Strategy for Redditch Borough
Council and Bromsgrove District
Council adjusting the criteria so
that it falls under headings so that
the report will reflect the criteria.
Will consider what documents
need to be submitted or optional
and update the Strategies.
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each report. There was a financial Responsible Manager:

check on the tenants of the The Strategy needs to be clear as to

business and a building surveys what documents need to be | Head of Financial and Customer
report provided but not for both submitted with the report to gain | Services

cases. approval for the investment. If

documents are optional a clear
statement of exception must be | Implementation date:
included in the report. 31stMarch 2022

Gg abed

g wa)| epuaby



BROMSGROVE DISTRICT COUNCIL

Audit, Governance & Standards Committee 27" January 2022

Worcestershire Internal Audit Shared Service

REDDITCH BOR0UGH CQUTCL
2

> 32w Bromsgrove
gaen* District Council

www.bromsgrove.gov.uk

o\

www.redditchbe.gov.uk

Final Internal Audit Report

08 abed

GDPR - Document Retention 2021/22

5" November 2021

Distribution:

To: Head of Transformation
ICT Transformation Manager
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1. Introduction

1.1  The audit of the GDPR document retention was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan for Redditch Borough Council for
2021/22 as approved by the Audit, Governance and Standards Committee on 29" July 2021 and for Bromsgrove District Council as approved by the Audit, Standards and
Governance Committee on 22" July 2021. The audit was a risk based systems audit of the GDPR Document Retention as operated by Redditch Borough Council and Bromsgrove
District Council.

1.2 This review underpins all of the strategic purposes of the council as GDPR is in place to protect all of the data used by each Council in their day to day provision of services.
1.3  The following Service risks were relevant to this review:

CUS 20 - RBC data protection - unintended or unauthorised disclosure of information

CUS 21 - BDC data protection - unintended or unauthorised disclosure of information

ICT 4 - Breach of Data Protection — disclosure of data / staff not aware of guidelines
ICT 11 - System functionality to manage records

1.4  There is the potential for fraud as staff are able to work from home, there is possible risk of fraud occurring, as staff could find it easier to copy and share confidential information
in collusion for financial gain.

1.5 This review was undertaken by Sami Al-Moghraby during the months of May, June and July 2021.

2. Audit Scope and objective

2.1 This review has been undertaken to provide assurance that:

\v/

. There is a fit for purpose retention policy in place and that all document retention/disposals are being undertaken in line with GDPR requirements. (Hard copy and electronic)(Q
That electronic data is securely held and that any home working access to systems is both secure and in line with GDPR.

. The Councils decision to block the ability to print from home is working and that arrangements put in place is compliant with GDPR

2.2.  The scope covered:

. Retention Policies and Asset Information registers
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. Procedures for printing when working from home.
. That each authority is compliant with the retention schedule of electronic data i.e — destroying electronic data and emails on time.
. That there are good security protocols in place to protect sensitive data.

2.3. The review looked to provide assurance over the controls in place at the time of the audit review.

3. Audit Opinion and Executive Summary

3.1 From the audit work carried out we have given an opinion of moderate assurance over the control environment in this area. The level of assurance has been calculated using
a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined in the “Definition of Audit Opinion Levels of Assurance” table in
Appendix A. However, it should be noted that statements of assurance levels are based on information provided at the time of the audit.

3.2. We have given an opinion of moderate assurance in this area because the system of control is generally sound however some of the expected controls are not in place and /
or are not operating effectively therefore increasing the risk that the system will not meet it's objectives. Assurance can only be given over the effectiveness of controls within
some areas of the system.

3.3. The review found that multiple service areas including Environmental, Housing, Property and Finance are in the transition stage of moving to new systems; including cloud-based
systems during the 2021-22 financial year. As these systems are still being developed or not yet finalised, full assurance could not be provided in relation to the data security and
data retention aspects.

Although full assurance could not be provided during this review on these key areas, assurance can be provided on the direction of travel as each service area spoken to have
already considered GDPR, data security and data retention and are moving to systems either with GDPR modules built in or that automatically delete the data after the retention
period is over.

\v/

3.4. There is an emerging risk in relation to the two-factor authentication within each authority; as services are currently unaware whether the new systems being implemented are(Q
going to have a single or two step authentication, including those which are cloud based and can be accessed off the network.

3.5. The review found the following areas of the system were working well:

e Thereis a GDPR policy in place that covers data security and document retention.
e All user accounts have taken refresher GDPR and data security training in 2021 on netconsent.
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3.6.

e There is a robust bring your own device policy that stipulates sanctions are in place if it is found that a data breach occurs, or devices are used for purposes outside of
the scope of the policy.

The review found the following areas of the system where controls could be strengthened:

Good communication on the orb in relation to GDPR and data security during Covid-19.

Good controls are in place to prevent users copying data from inside to outside the network.
There are appropriate controls in place to restrict access to service area specific folders.
Appropriate controls are in place over monitoring of confidential and highly sensitive emails.
There is a robust VPN/WIFI and data encryption monitoring process in place at the authorities.

Priority Section 4
(see Appendix B) Recommendation
number
Two Factor Authentication 1
Asset Information Register and Retention of Electronic Data Medium 2
Printing from home policy and Docmail Medium 3

4. Detailed Findings and Recommendations

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and action plan. The issues identified
have been prioritised according to their significance / severity. The definitions for high, medium and low priority are set out in the “Definition of Priority of Recommendations” table in

Appendix B.

Ref.

Priority

Finding

Risk

Recommendation

Management Comment

Action Plan

and

1

New matters arising

Two factor authentications

authentication

internal employees  of

The review found that the two-step
is currently not
working for officers who are not
either

There is high risk of financial
loss from fines if data
breeches occur from having a

To review if the security
protocols currently in place
on the network and on cloud-
based systems is secure

Responsible Manager:
ICT Manager

Implementation date:
December 2021
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Redditch Borough Council and
Bromsgrove District ~ Council
network.

It was also found that cloud-based
systems such as Tech-One
currently do not have a two-step
authentication in place.

lack of controls on access to
systems.

enough especially those that
only have single factor
authentication.

It is accepted that there is a risk
around the two-factor
authentication and the authority
is aware of the current risks
around 3™ party users.

This is currently in progress as
ICT are working through a list of
all 31 party users and looking to
move these to a two-factor
authentication when accessing
the network.

Some mitigation is being put in
place for the 3 parties by doing
a posture check on all devices to
ensure they are who they say
they are.

In relation to Tech one — ICT are
working with the tech team at
Tech one and are working to
resolve the issue.

ICT Update 14" January 2022
In relation to Tech one — ICT
are working with the tech
team at Tech one and are
working to resolve the

issue. - This is being tested
in test environment and will
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be ready to be implemented
into live W/C 24" January
2022.

3" party users - this has
been delayed due to the UK
security risk posed from
Log4j and the overall actions
instigated to prevent and
mitigate the risk. We
anticipate this will be
implemented by the end of
February 2022.

Asset Information Register and
Retention of Electronic Data

Information Asset Register

Testing identified: -

1.) Currently there is confusion as
to who holds the responsibility to
keep the live document updated.
2.) Several services have not
updated the live document
retention schedule.

3.) There are no protocols currently
in place to give assurance that this
is being monitored or what

No controls in place to monitor
with the authority is compliant
with privacy notices, FOI and
GDPR.

Risk that information is being
held longer than necessary
and longer than the purpose it
was originally collected.

As a new Information asset
register is being developed,
there needs to be a process
in place that clearly allocates
responsibilities to ensure the
document is kept up to date
and that data is being
destroyed in an appropriate
and timely manner in case of
challenge by the 1SO. For

Responsible Manager:

ICT Manager and Head of
Transformation & Organisational
Development

Implementation date:
December 2021

g wa)| epuaby



26 abed

BROMSGROVE DISTRICT COUNCIL

Audit, Governance & Standards Committee

27" January 2022

sanctions are in place for services
that choose to not update it.

Retention of data

6 service areas were tested during
the review, where it was found that:

1.) Service areas are not updating
the live retention document as
originally intended.

2.) The live retention schedule
does not stipulate what information
has been destroyed i.e. that the
data in 2010-2011 has been
cleansed and is up to date.

3.) 2 out of the 6 services tested
believe the information
management team is responsible
for deleting their data once the
retention period ends.

4.) 3 out of the 6 service areas
tested admitted that due to the
pandemic, deletion of electronic
data and monitoring has not been
at the front of their minds.

Also, reputational damage for
not having a system or control
that is fit for purpose in place,

examples a sign off sheet is
completed by service areas
annually.

Clarity needs to be provided
to service areas as part of the
plans of the new system, as
to what the corporate
expectation is for updating
records and ensuring all data
is cleansed as required.

There is a campaign currently in
place with the comms team to
help with destroying information
once it has surpassed the data
retention period.

Both authorities are working to
conduct an Interactive approach
to help staff change their
behaviour when it comes to the
cleansing of data and keeping
the asset register and retention
schedule up to date.

Currently if an issue is found, it
gets reported to the ICT manager
on a weekly basis, which would
then be escalated by the ICT
Manager to the Head of Service
of the service area.

Accept the risk that there is no
current sanctions if this continues
after talking to the Head of
Service, so proposing taking the
escalation further to CMT for
sanctions to take place.

Printing from home policy and

Docmail

Printing from home and print
Policy
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Although controls have been putin
place by ICT to block printing from
home testing found that officers
have been able to print from home
using a USB and Bluetooth printer.

Although it is advised not to print
from home; the review found that
there is no policy in place stating
that staff cannot print from home
and that documents must be
destroyed using the confidential
waste within a public building.

Also there is nothing within the
existing policy to state if sanctions
would be provided to staff found
printing from home.

Docmail

The review found: -

1.) Currently there are no controls
in place to prevent staff from
setting up the Docmail for
themselves and arrange for items
to be printed by Docmail and sent
by post to their personal address.
2.) Although users can monitor
their own printing, there is no
corporate controls in place or daily
reports to monitor what gets
printed.

There is a risk that if staff are
able to print from home, that
the documents are not being
destroyed appropriately and
also more risk to the security
of the data as civilians outside
of the organisation may be in
view of sensitive information,
leading to reputational risk to
the authority.

There is a risk that if there are
no controls in place to police
and monitor the flow of
information the authority is at
risk of both making a loss
financially as well as open to
sensitive information not being
destroyed correctly.

If printing from home is not
going to be allowed, then this
needs to be clearly
communicated to all staff and
a review undertaken outside
of the network on work
devices, to ensure that
appropriate controls are in
place to disable printers such
as Bluetooth/USB/WIFI from
being added to the laptop.

To review the current ICT
security policy and decide if
printing from home needs to
be included within the policy,
so that if caught sanctions
can be provided, especially if
the authority is moving
towards a more agile way of
working.

To review the Docmalil
system and decide if
additional procedures and
policies need to be
developed to either permit
staff to be able to use the
Docmail freely or if sanctions
need to be introduced against
staff as a deterrent from
sending information to their
homes which could ultimately

Responsible Manager:

ICT Manager and Head of
Transformation & Organisational
Development

Implementation date:
March 2022

Currently there is an agile
working policy in draft which is
going to CMT for approval. This
policy will include information in
relation to not printing from home
and will encourage more
electronic data rather than hard

copy.

Investigations by ICT to take
place to check if administration
rights are enabled for staff to add
printers when working from
home. If so, will remove admin
rights to do this and add
appropriate measures to reduce
the risk.

In relation to Docmail — The Head
of Transformation &
Organisational Development will
speak with the Personal
Assistant responsible for the
Docmail system to assess the
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3.) Users can amend the return lead to either a data breach or | measures that can be put in
address from the authority location financial cost to the council. place to monitor and reduce the
to their personal address if they risk.

wish on Docmail application.

5. Independence and Ethics:

¢ WIASS confirms that in relation to this review there were no significant facts or matters that impacted on our independence as Internal Auditors that we are
required to report.

e WIASS conforms with the Institute of Internal Auditors Public Sector Internal Audit Standards 2013 (revised 15t April 2017) and confirms that we are independent
and able to express an objective opinion in relation to this review.

e WIASS confirm that policies and procedures have been implemented to meet the IIA Ethical Standards.

e Prior to and at the time of the audit no non-audit or audit related services have been undertaken for the Council within this area of review.

6 abed

Head of Internal Audit Shared Services
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1. Introduction

1.1  The audit of the Light touch Treasury Management Audit was carried out in accordance with the Worcestershire Internal Audit Shared Service
Audit Plan for Bromsgrove District Council by the Audit, Standards and Governance Committee on 22" July 2021. The audit was a light touch
risk based systems audit of the Treasury Management system as operated by Bromsgrove District Council.

1.2 This area of review is a back-office function and therefore underpins all of the Strategic Purposes

1.3 The service risks relevant to this review:

* Fin 2 Poor Treasury Management
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1.4 There is a potential for fraud in this area with the transfer of funds fraudulently to personal or third party bank accounts.

1.5 This review was undertaken by Joanne Edge during the month of December 2021

2 Audit Scope and objective

2.1 A full audit was undertaken in 2020/21. No concerns were raised so this year a light touch audit has been undertaken to provide assurance that
controls are still in place and operating effectively.

2.2 The review covered authorisation of investment and borrowings, compliance with the Treasury Management Strategy in relation to Institutions
invested in and the limits invested, and the interest received and paid. In addition to this the 2020/21 audit findings were also followed up.

2.3 This review covered processes in place at the time of the audit.

3 Audit Opinion and Executive Summary

3.1 From the audit work carried out we have given an opinion of significant assurance over the control environment in this area. The level of
assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A. However, it should be noted that statements of assurance levels are
based on information provided at the time of the audit.

OV

3.2 We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place but that our
testing has identified an isolated weakness in the design of controls and / or inconsistent application of controls in one area.

3.3 The review found the following areas of the system were working well:

e Management approval had been obtained for the Investments/Borrowing
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e Ledger shows the money being paid out and back in.
¢ Investments were made in line with the Counterpatrties lists and were within investment limits

3.4 The review found the following areas of the system where controls could be strengthened:

Priority Section 4
(see Appendix B) Recommendation
number
Reconciliation and Borrowing Sign off Medium 1
Treasury Members Training Medium 2

86 abed

4 Detailed Findings and Recommendations

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and
action plan. The issues identified have been prioritised according to their significance / severity. The definitions for high, medium and low priority are
set out in the “Definition of Priority of Recommendations” table in Appendix B.

Ref. | Priority | Finding Risk Recommendation Management Response
and Action Plan

Issues brought forward from previous audit

1 M Reconciliation and Borrowing Sign | Risk of financial loss | As a minimum and in order to | Responsible Manager:
off (Follow up from the 2020/21 borrowings are agreed | ensure that the process does | Financial Services Manager
Audit) when they are not | not suffer undue delay the
required, or the | Treasury Management

interest rate is not a | reconciliation should be
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The Treasury Management is undertaken
by several officers on a day to day basis
and although there is an authorisation of
transfer of funds on investments there is no
formally established authorisation of
borrowings. A discussion does take place
with the Head of Finance and Customer
Services, and there is a period of grace
whereby an agreement to borrow can be
cancelled but there is no formal record of
the decision made, and reconciliations
although undertaken are not signed off by
Management except at the year end.

Therefore, there is no official monitoring
to ensure that monies that should have
been received are received.

The implementation of a new system and
the turnover of staff has resulted in the
resources being reallocated to high risk
areas.

good deal for
Council

the

reviewed and signed off by
Management on a quarterly
basis as part of the quarterly
reporting to Members.

This will ensure that all monies
that should have been
received have been

Agreed that this is a sensible
approach.

Implementation date:

By end of June 22

Treasury Members Training (Follow
up from the 2020/21 Audit)

During testing it was ascertained Members
of Bromsgrove District Council elected in
May 2019 had not been offered treasury
management training by an accredited
provider.

The council may

be

open to unacceptable
risks that could have
been mitigated by the

implementation
additional controls.

of

Training is offered to those
Members newly appointed to
relevant Committees as soon
as practical with an accredited
provider to allow members to
be further informed when
making decisions on the
strategy and  procedures

Responsible Manager:
Financial Services Manager

Agreed that this is a sensible
approach.
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Due to Covid-19 and the reliance on a third relating to treasury | Implementation date:
party this training was not possible to management.
complete. By end of June 22

New matters arising

There have been no areas of control issues or risks highlighted by this light touch review that require reporting.

5. Independence and Ethics:

¢ WIASS confirms that in relation to this review there were no significant facts or matters that impacted on our independence as Internal Auditors that
we are required to report.

e WIASS conforms with the Institute of Internal Auditors Public Sector Internal Audit Standards 2013 (revised 1%t April 2017) and confirms that we are
independent and able to express an objective opinion in relation to this review.
¢ WIASS confirm that policies and procedures have been implemented to meet the IIA Ethical Standards.

® Prijor to and at the time of the audit no non-audit or audit related services have been undertaken for the Council within this area of review.

Head of Internal Audit Shared Services
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Worcestershire Internal Audit Shared Service

Bromsgrove
District Council

www.bromsgrove.gov.uk

Final Internal Audit Report

TOT abed

Licensing 2020-21 & 2021-22

15" October 2021

Distribution:

To: Licensing and Support Services Manager
Head of Regulatory Services
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1. Introduction

11 The audit of Licensing was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan for Bromsgrove District Council for 2020/21 and 2021/22
as approved at the Audit, Standards and Governance Committee on 5th March 2020 and 15™ July 2021. The audit was a risk-based systems audit of Licensing as operated by
Bromsgrove District Council.

1.2 This review links directly to the Bromsgrove District Council Plan 2019-23 purpose - Run and grow a successful business and Communities which are safe, well maintained, and
green.
1.3 A limited risk of fraud exists if, via collusion, controls surrounding licensing processes are bypassed to allow actions to go undetected or required actions are not undertaken

appropriately leading to inappropriate licensing.

2. Audit Scope and objective

2.1 The audit was to provide assurance on the processes surrounding the management of licenses issued by Worcestershire Regulatory Services, including the recovery of expired,
revoked or suspended licenses, The assurance was predominantly regarding Taxi Driver and Vehicle Licensing, but other licensing was considered as part of the review to
provide assurance on consistency of approach and embedded practice.

2.2 Scope:
. Processes in place to capture decisions from licensing committees regarding all changes to licensing requirements for businesses and individuals
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2.3

2.4

3

3.1

3.2

. Comprehensive notes are held against records to ensure full case history is available and can be reported at any point in time
. Physical recovery of expired, revoked or suspended licenses along with reconciliation

. Recording of licenses and embedded system abilities to manage licenses and actions

. Review process for licensing applicants (to identify if licenses have previously been issued)

. Reporting of position to each Authority in regard to cases is clear, concise and timely.

The review covered the period from 15t April 2020 to the date of the audit and ran across two municipal years.

The review was performed during April to June 2021.

Audit Opinion and Executive Summary

From the audit work carried out we have given an opinion of significant assurance over the control environment in this area. The level of assurance has been calculated using
a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined in the “Definition of Audit Opinion Levels of Assurance” table in
Appendix A. However, it should be noted that statements of assurance levels are based on information provided at the time of the audit. We have given an opinion of significant
assurance in this area because there is generally a sound system of internal control in place designed to meet the organisation’s objectives. However isolated weaknesses in
the design of controls or inconsistent application of controls in a small number of areas put the achievement of a limited number of system objectives at risk.

It should be noted regarding Taxi Licensing there are layered controls to ensure as much as possible suspended drivers are unable to operate. Due to the nature of the licensing
and mobility of both vehicles and driver’s controls can be severely tested. On occasions immediate collection of the licensing plates and licenses may not be possible due to the
very nature of taxi driving/licensing. There is a clear protocol in place which notifies various agencies including the Police there is action pending. The audit identified there are
reasonable and practical controls in place to identify required actions and minimise any delays in the obtaining of any license after suspension. The audit has also identified a
number of controls newly or in the process of being implemented to further improve the control environment and mitigate any potential risk to the public in this particular area of
licensing. The areas of enhanced control include:

Implementation and use of the National Register of Taxi and Private Hire License Revocations and Refusals (NR3)

Review of suspension letters to ensure wording is clear and drivers understand the actions taken and their responsibility to surrender licenses

Time at the end of Magistrates Court Appeals to physically recover the license

A follow up letter also sent to the prison (if required) reminding the licence holder it is a criminal offence to drive whilst their licence has been suspended or the licence
has been revoked.

Even with enhanced controls in place any actions required are fundamental and intrinsically linked to the information that is agreed at committee and fed back/noted on a case-
by-case basis by the officer in attendance. There will always be a potential risk of an individual operating without the necessary license but there are mitigations in place that
reduce this to a minimum.
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3.3 The review found the following areas of the system were working well:
e Attendance and provision of information for Committees and Sub-Committees

e Record keeping of license holders via a uniformed system
e Existing and additional controls for the recovery of licenses and the development of processes to improve controls.
e System abilities to manage license variations and produce reports for management purposes
e Identification of applicants who have previously had a license suspended or revoked and the introduction of the National Register of Taxi and Private Hire Licence
Revocations and Refusals (NR3)
3.4 The review found the following areas of the system where controls could be strengthened:
Priority Section 4
Recommendation
number
New Matters Arising
Use of Authority Enforcement Officers & Exception Reporting Low 1

4 Detailed Findings and Recommendations

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and action plan. The issues identified
have been prioritised according to their significance / severity. The definitions for high, medium and low priority are set out in the “Definition of Priority of Recommendations” table in
Appendix B.

Ref. [ Priority | Finding | Risk | Recommendation | Clearance meeting discussion points
New findings arising
1 Low Use of Authority Enforcement
Officers & Exception Reporting Management Response:
As reported in the overview the | Increased reputational | At the point a license is | WRS are acutely aware of both the
risk of drivers operating without a | damage to Worcestershire | suspended and especially if | importance and risk associated with not
licence or during a suspension | Regulatory Services and the | a license cannot be located | retrieving a driver’s badge once there is a
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can never be eliminated due to
the nature of the license.
Additional controls could be
considered to aid in the limitation
of reputational damage and to
reduce the number or time drivers
operate without a valid license.

Client Authority if drivers are
unlicensed.

Taxi drivers operating without
a valid license for extended
periods could potentially
render themselves uninsured
leading to increased risk to
the public and other road
users should there be an
incident.

and recovered the relevant
Officers at the client
authority are made aware at
the earliest opportunity and
kept updated as the case
progresses to ensure that
potential reputational
damage can be managed.
To further minimise risk and
increase the potential to spot
unlicensed drivers,
consideration is given to
whether Worcestershire
Regulatory Services could

work with the Civil
Enforcement Officers
(CEQO’s) of the various
Authorities. As the CEO’s

patrol the districts daily and
they could potentially identify
locations of unlicensed taxi
drivers and pass that intel to
Worcestershire Regulatory
Services for action.
Enforcement would be via
WRS and the Police, but it
may improve visual
coverage within each of the
districts thus acting as a
deterrent regarding
unlicensed driving. It is
recommended that this
approach is only used when

decision made to suspend or revoke a
licence.

Currently WRS undertake 2 visits to the
licence holders named residence to retrieve
a badge if it is not:

1. Returned to WRS by the licensee
once a letter of
suspension/revocation has been
hand delivered.

2. Retrieved from the licence holder
after the Court hearing

Further to this we have introduced a warning
letter that each district legal team are notified
of which is sent to the home address and
prison (if necessary) to remind the driver that
it is an offense to drive without a licence and
the badge should be returned to WRS.

WRS have previously attempted to engage
with all district enforcement teams with a
view they could provide on the ground
support to licensing officers including the
power to issue points through our internal
points system.

WRS will continue to pursue this direction of
travel and will contact all districts again as a
response to this audit. There was positive
groundwork maintained with Worcester City
prior to the pandemic with one of our Senior
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necessary and any such
approach or working
arrangements would need to
be agreed.

officers presenting to all enforcement
officers through a virtual meeting. WRS are
more than happy to engage with the teams
on a regular basis but as already specified
these would need to be within certain
parameters.

During recent months the team have
concentrated more on proactive
enforcement with officers actively being out
in districts but also taking part in joint
operations with the police. The pandemic
has strengthened our partnership with the
Police and, we continue to work with them
closely on all licencing matters not just taxis.
Officers have been working with most of
these drivers for long periods of time and
know themselves who are suspended
therefore all these initiatives are small steps
to achieving the overall objectives set out in
this audit.

5. Independence and Ethics:

e WIASS confirms that in relation to this review there were no significant facts or matters that impacted on our independence as Internal Auditors that we are required to report.

e WIASS conforms with the Institute of Internal Auditors Public Sector Internal Audit Standards 2013 (revised 1t April 2017) and confirms that we are independent and able to express

an objective opinion in relation to this review.

¢ WIASS confirm that policies and procedures have been implemented to meet the IIA Ethical Standards.
e Prior to and at the time of the audit no non-audit or audit related services have been undertaken for the Council within this area of review.

Head of Internal Audit Shared Services
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Worcestershire Internal Audit Shared Service

REDDITCH BOROUGH CQUTCIL
2

W2 ¢ 2%y Bromsgrove
3‘% . gy’ District Council
'\ %C/(o I« www.bromsgrove.gov.uk
(/

www.redditchbc.gov.uk

Final Internal Audit Report
Benefits Audit 2021-22

Date 19th January 2022

Distribution:

To: Customer Support Manager

CC: Chief Executive
Head of Financial and Customer Services
Executive Director of Resources (Section 151 Officer)
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1. Introduction
1.1 The audit of the Benefits process was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan for Redditch Borough Council for 2021/22 which

1.2

13

was approved by the Governance and Standards Committee on 29™ July 2021 and for Bromsgrove District Council by the Audit, Standards and Governance Committee on 22"
July 2021. The audit was a risk-based systems audit of the Benefits as operated by Redditch Borough Council and Bromsgrove District Council.

This review relates to the strategic purposes of:

¢ BDC Plan 2019-23: Strategic Purpose - Work and Financial Independence. Priorities - Financial Stability.
e RBC: Plan 2020-24: Strategic Purposes - Aspiration, Work & Financial independence

The following entries on the service risk register are relevant to this review.
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BEN 1 Fail to effectively resource the service to meet demands

BEN3 Impact of Welfare Reform Act

BEN 4 Impact of Introduction of Local Council Tax Scheme

BEN 7 Benefits Subsidy

BEN 9 Failure to meet audit requirements

BEN 11 Failure of Corporate Fraud and Compliance Team

REV 6 Fail to make a timely decision (political direction) to manage changes to the Council Tax Support Scheme
REV 9 Impact of introduction of Local Council Tax Scheme

1.3 This review was undertaken during the month(s) of October 2021 and November 2021

2 Audit Scope and objective

2.1 The audit provided assurance on the accuracy of the award for the revised Council Tax Reduction Scheme, the Test and Trace Support payments, the action plan in place to
deal with any backlog of work and that the service is operating as business as usual in these unprecedented times. Assurance was also given regarding the regular monitoring
of Discretionary Housing Payment refusals and that the new performance measures are transparent, updated and Quality Monitoring also focuses on the areas of highest risk.

2.2 The scope covered:

A review of the updated position in relation to the 2019/20 audit recommendations.

Management of any backlogs of work and getting back to business as usual.

Test and Trace Support payments are being awarded in line with the procedures for the main and discretionary scheme.
Awards are being made in line with the revised Council Tax Reduction Scheme for 2021/22.

. Quality Assurance monitoring is taking place.
. Discretionary Housing Payment refusals are being monitored.
. New Performance measures are accurate, transparent, updated monthly and reported regularly. ]
2.3 This reviewed covered the period from 15t April 2021 to completion of the testing -
2.4 This review did not cover m
. Compliance with internal processes and external legislation to allow the prompt and accurate processing of new Housing Benefit claims and changes of circumstance
as third-party assurance (DWP and External Audit Assessment) will be used to provide assurance. CD"
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. The process of recovery, including the classification of overpayments and its effect on subsidy.
. Payments made under the discretionary hardship scheme.
3 Audit Opinion and Executive Summary
3.1 From the audit work carried out we have given an opinion of significant assurance over the control environment in this area. The level of assurance has been calculated using
a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined in the “Definition of Audit Opinion Levels of Assurance” table in
Appendix A. However, it should be noted that statements of assurance levels are based on information provided at the time of the audit.
3.2 We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place but that our testing has identified isolated
weaknesses in the design of controls and / or inconsistent application of controls in a small number of areas.
3.3 The review found the following areas of the system were working well:
¢ Implementation of the revised Council Tax Reduction scheme
e Processing of the Council Tax Reduction Scheme claims with good meaningful file notes.
e Processing the Test and Trace payment within a timely manner with unknown quantity of applications.
e Adapting to remote working and change during the pandemic and retaining business as usual.
e The work carried out within the quality assurance team.
e Monitoring of the spend against the Discretionary Housing Payments (DHP)
3.4 The follow up recommendation regarding reconciliations will be followed up within the Main Ledger Audit which is due to be carried out in quarter 4. The remaining follow up
actions, review of the modules for efficiency and the implementation of the new Housing System are ongoing and will be reviewed again within the 2022/23 audit. >
3.5 The Benefits team are still waiting the outcome from the proposed re-structure that has taken over 3 years to complete. This has left certain staff in secondment roles and carrying(Q
out duties that are not within their current job role description. This has led to ongoing pressures including within the quality assurance team.
>
3.6 This service has had to continue to deliver business as usual throughout the pandemic and in addition have had to take on additional activities such as the test and trace payments Q—

which has presented challenges with resourcing as it was unfamiliar and unknown quantity of applications. There was also pressure by Central Government to get these QJ
payments out to the customers quickly. The Team have also introduced and rolled out a revised council tax reduction scheme. Staff managed with little disruption to the service
during the first lock down to continue with business as usual while obtaining the equipment to work remotely. With the current restrictions a return to the office is unlikely but it is
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important that any return to the office in future needs to be planned to minimise any disruption to the officers and customers due to the statutory nature and importance to the
customer provided by this service. Based on previous audits there are clear indications of the positive direction of travel achieved by the Team and Service in very difficult times
and the adoption of a more proactive approach.

TTT abed

3.7 The review found the following areas of the system where controls could be strengthened:
Priority Section 4
(see Appendix B) Recommendation
number
Outstanding Work Queue/Backlogs Medium 1
Test and Trace Support Payments Medium 2
Dashboard — Performance Measures Medium 3

4 Detailed Findings and Recommendations

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and action plan. The issues identified
have been prioritised according to their significance / severity. The definitions for high, medium, and low priority are set out in the “Definition of Priority of Recommendations” table in
Appendix B.

Ref. | Priority | Finding Risk Recommendation Management Response and

Action Plan

Issues brought forward from previous audit

Reconciliation. This follow up action will be reviewed within the Main Ledger Audit in Quarter 4 2021/22.

The remaining follow up actions, review of the modules for efficiency and the implementation of the new Housing System are ongoing and
will be considered again within the 2022/23 audit.

g wa)| epuaby



21T abed

BROMSGROVE DISTRICT COUNCIL

Audit, Governance & Standards Committee

27" January 2022

New matters arising

1

M

Outstanding Work
Queue/Backlogs

New Claims

At the time of review the
outstanding work is manageable
and not considered to be a
backlog. There are however a
handful of cases that are older than
desired (Oldest RBC case 8
weeks, oldest BDC case 10 weeks)
These claims have been assigned
to officers and are waiting on
information before a decision is
able to be made.

Change of Circumstance Claims
(COC)

At the time of review the
outstanding work is manageable
and not considered to be a
backlog. There are however a
handful of cases that are older than
desired (The bulk of the items
within the work queue dated back
2 weeks for both RBC and BDC).
These claims have been assigned
to officers and are waiting on

This has the potential to
increase the average
processing times which get
reported to DWP and
published in the public domain
which could lead to
reputational damage and
DWP intervention similar to
before,

Investigate if a report can be
generated that separates
defective claims so that the
gueue can be monitored for
outstanding  work/backlogs
and defective claims so that
customers can be reminded
information is still outstanding
or that, if appropriate the
application is closed.

If older cases are not closed,
then a file note is added to
explain why the case remains
within the outstanding queue
and if a claim is made
defective, it is clear within the
file note that information has
been requested and the date
its due back by.

Response and Action:

I agree with the
recommendations with regards to
monitoring outstanding  work.
This is already looked at and
actioned by the team leaders and
reported monthly. From January
we will monitor the reasons
behind the delays to gain a
greater insight to what is causing
the delays; for example — waiting
information from customer, from
the DWP, from housing provider.
Or is it staff members not making
claims defective at the earliest
opportunity.

With regards to the change in
circumstance days this is a
known Civica fault which has
caused delays in receiving
ATLAS and UC documents at the
time of the audit. This work has
now been cleared and on
average a change of
circumstance takes 5 days to be
processed.

Responsible Manager:
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information before a decision is
able to be made.

Assistant  Financial  Support
Manager

Implementation date:

March 2022

Test and Trace  Support
payments

There are several claims where |
was unable to open the
attachments. The audit trail was
not always clear if customer had
provided a response to questions
such as, do they have any
accessible savings/capital and do
they have to pay any
rent/mortgage?

Potential risk if the full audit
trail  cannot be viewed
regarding the checks made
and information received in
the event of a challenge if
unable to open attachments.

Ensure Officers record the
responses to any information
requested.

Investigate  why  certain
attachments  cannot  be
opened.

Response:

The loading of the documents is
again a Civica fault that has been
reported. It is intermittent and not
on every case.

Action:

I have noted concerns with
regards to notes on these cases
and will action. The scheme is
currently only being worked on by
2 officers and there are lots of
things to consider and appreciate
in the work they are doing under
testing circumstances.

Responsible Manager:
Assistant Financial Support
Manager

Implementation date:
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Pending a Civica fix, so date
for this unknown. Clarity in
notepads from January 2022

Dashboard - Performance
Measures

Not all the new performance
measures have a number allocated
to the measure.

The graph was not always up to
date for certain measures such as
New Claims Speed of processing
and Change of Circumstance
Speed of processing. Not all
measures provided context to
understand if the performance is
good, or not especially where there
were no notes within the comment
history either advising on any
variation positive or negative.
There was no performance
information for 2 measures. There
were no weekly measures on the
dashboard.

Lack of transparency and
context which could lead to
inaccurate assumptions by
senior managers and
members that review this
information  and Service
performance.

Ensure the performance
measures on the dashboard
are complete and updated
monthly where applicable for
transparency or there is
context within the graph so
that the audience can
understand if the
performance shown is good,
expected etc.

Response and Action

Some of the measures are not
showing on the dashboard again
due to a Civica fault. The issue
surrounds us being 2 separate
authorities on one database. The
error is with Civica to fix.

With regards to no notes or
comment history we will look to
add these; suggest that we have
national average and local
average were possible so we can
see how we are performing
compared to our neighbouring
authorities.

The weekly measures that were
provided to you are purely for
operational purposes and are not
strategic measures. They were
never intended to be added to the
dashboard.

Responsible Manager:
Customer Support Manager

Implementation date:
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Pending a Civica fix, date for
this unknown.

Clarity and narrative on
measures will be introduced
from January 2022

5. Independence and Ethics:

e WIASS confirms that in relation to this review there were no significant facts or matters that impacted on our independence as Internal Auditors that we are required to report.

e WIASS conforms with the Institute of Internal Auditors Public Sector Internal Audit Standards as amended and confirms that we are independent and able to express an objective
opinion in relation to this review.

¢ WIASS confirm that policies and procedures have been implemented to meet the IIA Ethical Standards.
e Prior to and at the time of the audit no non-audit or audit related services have been undertaken for the Council within this area of review.

Head of Internal Audit Shared Services
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APPENDIX 4
FOLLOW-UP REPORTS:

Since the previous progress report reported to Committee there have been three finalised ‘Follow-Up’ reports.

Worcestershire Internal Audit Shared Service

REDDITGH BOROUGH COUNCIL

Bromsgrove
District Council

www.bromsgrove.gov.uk

www.redditchbc.gov.uk

Safeguarding - Children 2019/20
(Evidence to Support the Section 11 Audit Return)

3'd Follow-up Report - 20t September 2021

Distribution:
To: Head of Community and Housing Services
Human Resources & Development Manager
Cc: Head of Transformation, Organisational Development and Digital Services

g wa)| epuaby



/TT abed

BROMSGROVE DISTRICT COUNCIL

. . th

Audit, Governance & Standards Committee 27" January 2022

Contents

Section A - Justification Of AUt FOIOW-UD ADDIOACK ......ciiiiiiiiiiiie ettt ettt ettt et e ste e e e s be e b e sbeeteeebesabesbesasesbesasesbeatsebeaabesbeess e beeabesbeass e beeasesbe et s eabeeabesbeebseabeeasesbeereebeeatesbeebsebesntesbeessebesntesreans 53
Section B - ConcluSion - CUITENT POSITION SLALEMIENL........c..ciiuiiiiieiie ittt cte et e et e st e sbe e eteeeebeesateebeesteeesbsesaseasbesasseesssesabeeaseeebeesabeaabesasseeseesabeeabesasseeaaseenbeeabeee b s eaabeebeeesbaesssesnbeeabeeebeesnreanns 53
Section C — Current Position — (please see Appendix B fOr defiNitiON Of PIIOIIES) .......ccviiiiiiieiie ittt ete et stt e ebe e et e e steesabe e beeatseesbeesabeeabaeesbeesbseanbeeabeeesbeesabesbeeesbaesssesnbeeabaeesbeesnreanns 54
N =1\ 1 SRR Error! Bookmark not defined.
F AN md d =1 N TG = SRS Error! Bookmark not defined.

Section A - Justification of Audit Follow-up Approach

The date of the final audit report was 05/03/2020 with the first follow up report on 31/07/2020 and the second follow up report on 4" March 2021. The review is being followed up again
because:

¢ 1 high and 1 medium priority recommendations remained outstanding: and
e Atleast three months have passed since the previous follow-up:

Please note that recommendation implemented from the previous follow up have not been included in this report

The following audit approach has therefore been applied:

e The 1 high and 1 medium priority recommendations outstanding from the second follow up have been updated with the current position. (Please see Section C)
¢ Where required recommendations against weaknesses in key controls have been tested substantively/evidenced.

OV

Section B - Conclusion - Current Position statement

The original audit report gave Moderate Assurance over the control environment and this is the third follow-up. The first follow up was reported to committee on the position at the 31
July 2020. This was compiled with information provided by the Head of Service. The second follow up was reported to committee on the position at the 11" January 2021.

As reported within the second follow up, progress had been made against the various actions.
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This follow up has identified the high priority area, training and monitoring, remains outstanding and to be actioned as the new HR system is still awaiting implementation. There has been
no formal policy change at this point. The ERP system will be integral to HR in reviewing policy and process which will include the safer recruitment policy and training.

The medium priority recommendation has been implemented. The latest Safeguarding policy May 2021 and the induction booklet, ‘working for us’ is now available for staff to read on the

Orb.

There is a service risk COM 3 on the 4risk system relating to safeguarding where the system highlights the review from date as 31/07/21.

A further follow up will be carried out in 6 months.

This follow up was undertaken during the month of August and September 2021

Section C — Current Position

Ref./
Priority

Recommendation

Management Response and

2nd Follow up

Action Plan

Position as at 11 January

3" Follow up Position as at 13t
September 2021

2021

Training and Monitoring

To ensure there is a clear
Corporate Safeguarding training
plan in place for each year.

A review of the safeguarding
training record and

establish a protocol to ensure
that where mandatory training is

Responsible Manager
Head of Community and Housing
Services

Action
To review and improve the training
record to ensure it is up to date with

Implemented

A group of safeguarding
champions have been
established and two meetings
have already taken place in June
and October 2020 within which
priorities for the champion role
were discussed. Since these
meetings Communication has

Not Implemented (In progress)

NETconsent is now up and
running. However there has been
a gap where the safeguarding
training has not been available for
staff to complete the basic
safeguarding training on this
system. A presentation and test
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Ref./
Priority

Recommendation

Management Response and

2nd Follow up

Action Plan

Position as at 11" January

3" Follow up Position as at 13t
September 2021

2021

required its completion s
monitored and timely reminders
are issued and followed up for
non-completion. Procedures for
the provision of regular fresher
training should be established.

Send out a communication to
staff reminding them of who the
safeguard leads within Redditch
Borough Council and
Bromsgrove District Council are.

If feasible, request that the
consent the staff agree to which
confirms they have understood
the safeguarding training is
moved to the end of the training
so that the presentation has to
be read and test completed
before they can agree their
understanding.

Source and implement suitable
training for those staff dealing
with vulnerable children on a
regular basis.

the ability to set up reminders
including escalation to Managers

Implementation Date
31st October 2020

Action

To identify replacement training
resources for staff who are in
regular contact with children.

Implementation Date
31st May 2020

Action
If possible, to make changes to Net
consent as recommended.

Implementation Date
31st May 2020

Action

Re-run the results of the net
consent safeguarding testing to
determine if staff are still getting
the question relating to who the
safeguarding leads are wrong and

been sent to the safeguarding
champions with updates and
offers of training

The purpose of the champion role
is defined within the draft
Safeguarding Policy July 2020.

Not Implemented

Net Consent which is used to
trigger reminders for the
safeguarding online training has
currently been taken offline. It is
planned that this will be reinstated
shortly. Therefore, while this
eLearning system has been
unavailable there has been no
system in place to remind staff or
carry out the basic mandatory
safeguarding awareness level
training. More specific training
such as Child Exploitation and
Vulnerability has been offered by
Worcester Children First to
RBC/BDC Staff. A recording
system is still to be established to
record what staff have been on
various training to ensure staff

questions in line with the new
policy is in the process of being
uploaded and this is due to be
completed by the middle of
October 2021 and then rolled out
to staff.

Not Implemented

The new HR Training has not
gone live as intended and waiting
on arevised implementation date.

Partially implemented

The referral log is to allow the
referral information to be collated
and this will be the case for
Housing related cases once the
new Civica Housing system is in
place and this will be April 2022.

Implemented
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Ref./
Priority

Recommendation

Management Response and

2nd Follow up

Action Plan

Position as at 11" January

3" Follow up Position as at 13t
September 2021

2021

Review the purpose and process
of the Safeguard log as it is not
capturing referrals across all
services including housing and
no output is being recorded.

Review what Safer Recruitment
training is in place and if this
training is being rolled out and
effective.

Liaise with Human Resources as
to when the induction handbook
is likely to be finalised and
published.

if so, appropriate action to be
taken.

Implementation Date
30t September 2020

Action
To review the safeguarding log and
determine an appropriate process
for recording referrals from all
services including the housing
service.

Implementation Date
31st July 2020

Management Response / Action

New Induction booklet on track to
be launched Spring 2020. New
starters have access to the system
currently and will continue to
trigger the launch of the
safeguarding awareness training
via Net consent.

Responsible Manager

have the correct level of training
required for their job role. In the
meantime there is a reliance on
managers to keep their own
record of the training that staff
attend although moving forward
this will be incorporated into the
new HR Training system which is
due to go live in July 2021, this
will then ensure that there is a
record of all training attended by
all staff members

The implementation date has
been revised to 315t July 2021.

The referral log is contained on a
shared access drive for all the
Safeguarding Leads to complete.
Outcomes from the referrals are
recorded. Housing safeguarding
referrals are recorded on the
relevant housing system. Further
consideration is still ongoing as to
how to collate this information to
ensure accurate reporting.

Not Implemented

The Induction handbook titled
Working for us. Your Induction to
Bromsgrove Council and
Redditch Borough Council is now
available on the Orb.

Not Implemented

(Wider recruitment training to
include safer recruitment)

There has been no formal policy
change at this point, the ERP
system will be integral to
reviewing the policy and process.
However, interim training is being
provided to recruitment managers
as needed in advance of a wider
rollout on the back of the policy
review.
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Ref./
Priority

Medium

Recommendation Management Response and 2nd Follow up 3" Follow up Position as at 13t
Action Plan Position _as at 11" January | September 2021
2021
Human Resources and The Induction booklet is due to be

Development Manager

Implementation Date
301 June 2020

Action
Explore options  for
recruitment training

safer

Responsible Manager
Human Resources and
Development Manager

Implementation Date
301 June 2020

published and available on the
Orb by the end of January 2021
(revised date from original audit)

HR are reviewing  wider
recruitment training this will also
incorporate safer recruitment, the
training that is required and
appropriate recording of any
training undertaken.

Revised implementation date July
2021 (as advised in the 1st follow
up position 31/07/2020)

Safeguarding
2019

Policy  April

Update the old version on the
Orb or remove.

Ensure that any changes to the
Safeguard Policy are
communicated within a timely
manner to staff and evidenced.

Responsible Manager
Head of Community & Housing
Services

Action

1. Policy listed under the Corporate
section of the Orb removed

2. Annual update to the
Safeguarding Policy promoted on
Team Brief

Implemented

Policy listed under the Corporate
section of the Orb removed

Partially implemented

The Safeguarding Policy July
2020 is still in draft. However, the
draft version is on the Orb for staff
to view. There is no evidence that

Implemented

The updated policy (published
13t September 2021) dated May
2021 is now on the Orb for staff to
refer to.
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Ref./
Priority

Recommendation

Management Response _and

2nd Follow up

Action Plan

Position as at 11" January

3" Follow up Position as at 13t

September 2021

2021

To retain evidence for the
responses given in the Section
11 that can be accessed within
an organised folder or
hyperlinked to the documents
and produced within a timely
manner if requested.

3. Evidence quoted for future
Section 11 audits to be cross
referenced for accuracy and
recorded electronically.

Implementation Date
Action point 1
November 2019

completed

Action point 2 — 315t May 2020

Action Point 3 — to be determined
by date of next S11 audit

the changes within this draft
version have been
communicated/promoted through
the team brief and it is expected
to be made final in March 2021.

Implemented

Evidence quoted for future
Section 11 audits to be cross
referenced for accuracy and
recorded electronically. This
cannot be determined until the
next S11 audit. However, the
electronic folder is established for
retaining evidence and is
ongoing.
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Document Retention 2019/20

1st Follow-up Report - 29t September 2021

Distribution:

To: Head of Transformation and Organisational Development
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Section A - Justification of Audit Follow-up Approach
The date of the final audit report was 05/11/2019 and is being followed up because:

e 2 high and 1 medium priority recommendations were made.

The following audit approach was therefore applied:

1. The 2 high and 1 medium priority recommendations have been updated with the current position.
2.  Where required recommendations against weaknesses in key controls have been tested substantively/ evidenced.

Section B - Conclusion - Current Position statement
The original audit report gave Limited Assurance over the control environment and this is the 1%t follow-up.

Out of the 3 recommendation both the 1 high priority recommendation in relation to security of archived information and the 1 the medium priority recommendation in relation to the
retention policy has been implemented. The 1 high priority recommendation in relation to the controls of the retention schedule has been partially implemented.

Although each authority is in a better position and the direction of travel is showing that the risk has been reduced, a further follow up will required to be undertaken in 3 months time to
provide assurance that the implementation work of the 15t high priority recommendation around ‘controls of retention schedule’ is working.

This follow up was undertaken during the month of September 2021.
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Ref./
Priority

Recommendation

Management Response and Action Plan

15t Follow up
Position as at 28" September 2021

Controls of retention schedule

To continue to encourage staff through
the annual General Data Protection Act
training that is provided by the
information team to encourage the
importance of removing information; it
is to be encouraged through the
recommendation to establish a
clearance day routine to ensure that all
documents are destroyed and
appropriate actions are taken.

Each service to ensure that it manages
its data disposal in a timely manner.

Responsible Officers:-
ICT Manager
ICT Operations Manager

Implementation Date: -
Q4 2019/20

1.) Reminders to staff via the orb to delete
records that are passed the retention
period.

2.) To conduct a corporate annual clear out
to remove documentation that is passed
the retention period.

Review the retention schedule to ensure it
remains fit for purpose

Partially Implemented

Reminders have been provided to staff via the orb
to delete records.

Staff are also being encouraged at each authority
to conduct an annual clear out.

Although assurance can be provided on these
areas and t this has been implemented, a further
follow up will be required within 3 months of the
report to check that the data has been cleansed.

The retention schedule has recently been
reviewed and new controls have been added to
improve the way it is monitored, as a new
information asset register has been introduced
(more on this in recommendation 3).
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Ref./
Priority

3
Medium

Recommendation

Management Response and Action Plan

15t Follow up
Position as at 28" September 2021

Security of archived information

Redditch  Borough  Council and
Bromsgrove District Council to ensure
sensitive information that is being
archived is not accessible to staff other
than those that require it for their role
and responsibilities. Also, the current
arrangements to be reviewed to
ascertain whether sensitive information
is sufficiently protected from
unauthorised use.

The deeds are currently vulnerable to
potential loss in the event of fire or flood
so consideration to be given to how
best to mitigate this risk e.g. electronic
storage.

Responsible Officers:
ICT Operations Manager

Head of Legal & Democratic Services (for deeds
transfer item)

Senior H&S Officer

Implementation Date
Q1 2020/21

All archive records are to be securely stored if not
considered to be ‘public’ viewing.

The archive facility at Parkside was never
designed to be flood and/or fireproof due to the
building. Consideration to be given to transferring
documentation to Redditch Borough Council
Town Hall deeds room which provides this
security.

implemented

All items that are not meant to be in the public
viewing have been identified and are now
securely stored with their own archive.

After consideration, it was decided not to move
the files from Bromsgrove Parkside to Redditch
Townhall deeds room, as the deeds room is
currently at full capacity and unable to hold
anymore information at this time, therefore the
risk has been accepted.

There has been an alignment in the processes to
access the archives at Bromsgrove Parkside
building, as they have amended the approach to
match that of Redditch Borough Council
Townhall, with an appropriate sign in and sign out
sheet.

Retention Policy

Current retention procedure to be
reviewed to ensure it remains fit for

Responsible Officer:-
ICT Operations Manager

Implementation Date

Implemented — but on-going

The retention policy has been reviewed and
updated.
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Ref./
Priority

Recommendation

Management Response and Action Plan

15t Follow up
Position as at 28" September 2021

purpose and a policy is published on
the Orb for staff to reference and follow.

These key documents require periodic
review and update in line with business
need.

Q1 2020/21

To revisit to ensure the retention policy remains
fit for purpose and that conversations are
happening to keep on top of the retention of
documents.

The review will become an on-going project and
will continue to be updated as time progresses on
an annual basis.
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Compliments and Complaints 2019/20
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2"d Follow-up Report - 30" September 2021

Distribution:

To: Head of Finance and Customer Services
Assistant Customer Support Manager
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Section A - Justification of Audit Follow-up Approach
The date of the final audit report was 06/12/2019 with the first follow up report on 16/10/2020 and is being followed up again because:

e 1 high and 2 medium priority recommendations remained outstanding: and
e Atleast three months have passed since the previous follow-up:

Please note that recommendation implemented from the previous follow up have not been included in this report
The following audit approach was therefore applied:

3. The 1 high and 2 medium priority recommendations outstanding from the first follow up have been updated with the current position.
4. Where required recommendations against weaknesses in key controls have been tested substantively/ evidenced.

Section B - Conclusion - Current Position statement

The original audit report gave Moderate Assurance over the control environment and this is the 2" follow-up. The 15t follow-up report found that 1 medium recommendation had been

implemented, 1 high recommendation had been partially implemented and 2 medium recommendations had not been implemented.

The second follow-up has found that out of the 1 ‘high’ priority and 2 ‘medium’ priority recommendations detailed in the table in Section C have been implemented with the service

accepting the risk associated with the limitations of the system.
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Internal Audit are satisfied that consideration around the GDPR aspects of the system has been made and that the service has accepted the risk in relation to the current system not
having an automated approach. As the system is still new and within the 7 year retention period, mitigation will be put in place once there is a requirement to delete the data in December

0¢T obed

2022.

From the information sought and as all recommendations have been fully implemented, no further follow up will be required take place.

This follow up was undertaken during August and September 2021.

Section C — Current Position

Ref./ Recommendation Management Response and 15t Follow up 2nd Follow up
Priority Action Plan Position as at 161" October 2020 Position as at 30" September

2021

Complaints Recording | Responsible Manager: Partially Implemented Implemented
Management System Issues ICT Operations Manager

1) The first management Everything that could have been
The review to consider the | Implementation date: Quarter 1 response action point has been achieved within the current
potential for development of the | 2020. implemented as there is now a system has.
system to improve the council’s clear audit trail within the
way of providing services and for compliments and complaints To achieve anything further would
the potential to escalate reminder | 1) We would like a full audit trail of system. require a new system to be
emails if complaints remain open | the system. Planned specification 2) The second point in the bought. It was deemed not worth

for longer than a set number of
days.

If the system proves to be not fit
for purpose to consider alternative

to be completed by February 2020
to be implemented in quarter 1
2020.

management response has not
yet been completed as there is
a requirement to still update the
active directory and investigate
if it is possible for the system to

attempting to update the current
system any further as with the
features required, a new system
would be needed due to the
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Ref./
Priority

Recommendation

Management Response and

15t Follow up

Action Plan

Position as at 16" October 2020

2nd Follow up
Position _as_at 30" September

2021

options that will best fit the
Council’'s requirements in relation
to the tracking and monitoring of
complaints.

The system requires a 2™ stage
complaint identification tag to
ensure all complaints are dealt
with appropriately and provide an
opportunity to identify potential
service development is
maximised.

To introduce a true audit trail and
back-up process within the system
so that if a record is deleted by
mistake, it can be identified and
reinstated.

2) We would like the overdue
complaints to be escalated further.
There is project to update Active
Directory. Once completed in
February we will look to investigate
if this is sufficient to use to
escalate.

3) 2" stage can be developed so
calls can be manually moved into
this area. Planned specification to
be completed by February 2020 to
be implemented in quarter 1 2020.

4) Planned specification to be
completed by February 2020 to be
implemented in quarter 1 2020.

3)

4)

allow open tickets to be
escalated further. It was noted
within the follow up meeting
that if this is not possible the
service would accept the risk.

The planned specification for
2nd stage complaints to be
developed within the system

has been developed and
implemented.
Planned specification was

agreed and ICT was tested

capacity and knowledge available
within IT.

Therefore, the authority accepts
any further risks in relation to this
system.
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Ref./ Recommendation Management Response and 15t Follow up 2nd Follow up
Priority Action Plan Position as at 16" October 2020 Position as at 30" September
2021
2 Compliments and Complaints | Responsible Manager: Not Implemented Implemented
Medium Reporting Assistant  Customer  Support
Manager On reflection Management decided that Reports have started to be

Once the integrity of the data
within the system has been
assured to consider introducing
quarterly  reports to  senior
management to provide a
strategic overview of how the
Councils are performing and help
to identify areas of risk though non
delivery or poor service.

To report on service areas to help
them improve and to allow
services to analyse trends within
complaints.

To consider the use of reporting
compliments through staff
newsletters/corporate events to
celebrate success and help to
boost morale throughout the
Councils.

Implementation date:
1st Dec 2019**

There are no plans to report to
service managers as the
management are the users of the
system and can therefore check
their own service area reports.

Quarterly reports can be provided
to CMT and SMT if required.

It is planned to publish complaint
data on a monthly basis on the
web, including services whose
complaints are over 21 days old.

This was delayed due to the roll out
of the corporate customer care
strategy.

**Subject to CMT approval, we will
suggest a date of 1st December
20109.

if the service was to publish the
complaint data on a monthly basis on
the web, it may lead to reputational
damage to the authority.

Therefore, on review the Assistant
Customer Support Manager has been
in discussions with the Section 151
Officer to gain approval for the report to
be submitted on a quarterly basis in a
CMT platform.

Due to the section 151 leaving and
COVID-19, this has not yet been
implemented, but assurance has been
provided this will be implemented by
April 2021.

submitted to CMT and will
continue to be on-going on a
quarterly basis.
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Ref./ Recommendation Management Response and 15t Follow up 2nd Follow up
Priority Action Plan Position as at 16" October 2020 Position as at 30" September
2021
3 GDPR Responsible Manager: Full Implementation date not yet Implemented as far as practical
Medium Assistant  Customer  Support reached with some risk accepted.
To review the current system and | Manager

allocate a responsible officer to
introduce quarterly checks by the
appointed officer to ensure that
there is a control in place so any
personal record that are found to
be non-compliant with the
retention cycle are disposed of
within the correct year.

Implementation date:
December 2020

The complaints system was
introduced in 2014 and complaints
will be held for 5 years following
closure. There are currently no
records overdue for deletion, and
the first record will be deleted in
December 2020.

Previous meetings with ICT had
stated the system will remove
records on an annual basis
following 2020 however a check
will need to be made to ensure this
happens. Added to ICT
development list.

The actual document retention is not on
a 5 year cycle, but rather a 7 year cycle.
Therefore, as the data has not yet
reached 7 years, the implementation
date would have been December 2022.

Decisions have not been made as to if
the document retention will be possible
to achieved on an automated approach
or if a manual approach would be
required.

As the implementation will not be until
2022, the risk of the retention element
has been accepted by the service,

Retention is in line with the
current retention schedule and no
deletion of records is required
untii December 2022. The
service is working to this date.

ICT have investigated the system
and found that the automated
approach would not work within
the current system to delete the
footprint altogether and a manual
deletion is still required. The
service has accepted the risk on
this.
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Quality Assurance Improvement Plan.

APPENDIX 5

the Brief. To make | during the financial year
improvements in the | taking appropriate and
monitoring of the | timely action where the
management response | target dates are stressed.
after the issue of a Draft

Action Area for Action Outcome Required Action Lead person Target Date for Date of Latest Position
Number and Standards completion Completion (Quarterly)
Reference
1 1210.A1 - Training | Professional Auditors to enhance their Auditors 2023/24 Ongoing December 2021:
Requirements qualifications to be | skils and qualifications Auditor enrolled with [IA
obtained. through professional study and continuing training to
e.g. 1A obtain further professional
qualifications.
Progressing.
2 2420 - Timely | Improvement in issuing | Monitor the issue of Draft Auditors Mar-22 Ongoing December 2021:
Completion of | the ‘Draft Report’ to the | Reports and the receipt of Being monitored
Review Stages agreed date as set out in | management response Progressing.

Report.

3 2500.A1 - Follow Up | More efficient and timely | To review and enhance the Audit Team Mar-22 Ongoing December 2021:
follow up regarding | follow up process, and Leader Included in Auditors work
reported management | monitor progress to reduce plan for the year. Being
action plans. potential slippage. monitored and tracked

and discussed at 1:2:1s

Progressing.
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BROMSGROVE DISTRICT COUNCIL

Audit, Governance & Standards Committee

27" January 2022

9. REPORT SIGN OFF

Department

Name and Job Title

Date

Portfolio Holder

Lead Director / Head of
Service

Financial Services

Legal Services

Policy Team (if equalities
implications apply)

N/a

January 2022

Climate Change Officer (if
climate change
implications apply)

N/a

January 2022
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Agenda Item 10

BROMSGROVE DISTRICT COUNCIL

AUDIT, STANDARDS & GOVERNANCE COMMITTEE

WORK PROGRAMME 2021/22

January 2022

e Standards Regime - Monitoring Officer's Report

e Grant Thornton — Annual Audit Letter 2019/20

e Grant Thornton —Sector Update

e Grant Thornton - Housing Benefit 2020/2021 Certification Letter *

e Grant Thornton — External Audit Plan 2021-2022*

e Overall Risk and Corporate Governance Report*

e Financial Savings Monitoring Report *

e Treasury Outturn Report *

e Decision to opt Into the National Scheme For Auditor Appointments
Managed By PSAA

e Internal Audit — Progress Report

e Risk Champion’s Verbal Update — Councillor Beaumont

e Audit, Standards and Governance Committee Work Programme

March 2022

e Standards Regime - Monitoring Officer's Report

e Grant Thornton — External Audit Plan 2020/2021

e Grant Thornton - Housing Benefit 2020/2021 Certification Letter

e Treasury Outturn Report

e Financial Savings Monitoring Report

e Overall Risk and Corporate Governance Report including Risk Register

e Audit, Standards and Governance Committee — Annual Report 2021-
2022

e Internal Audit - Draft Audit Plan

e Risk Champion’s Verbal Update

e Audit, Standards and Governance Committee Work Programme

* to be considered at the March 2022 meeting
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